Central Intelligence Agency 




Washington, D.C. 20505 



5 May 201 5 



Jason Leopold 




Reference: F-201 5-00039 / 14-cv- 19879 
Dear Mr. Leopold: 

This letter is in response to your 3 October 2014 Freedom of Information Act (FOIA) 
request for the following information for disclosure of the following UNCLASSIFIED reports 
from the Central Intelligence Agency Office of Inspector General: 

1 . Former Agency Officer Alleges Retaliation for Protected Disclosures - ISSUE DATE 
MARCH 2013 

2. Alleged Violation of CIA-Unique Post Employment Restrictions - ISSUE DATE 
FEBRUARY 2013 

3. Misuse of Government Systems for Database Searches - ISSUE DATE FEBRUARY 
2013 

4. Agency Contractor Alleged Reprisal for Whistleblowing - ISSUE DATE FEBRUARY 
2013 

5. Review of [redacted] Allegations from DOD - ISSUE DATE MAY 2013 

6. Alleged Retribution Against Alleged Whistleblower - ISSUE DATE JUNE 201 3 

7. Alleged Classified Information Leaked to Foreign Army Officials — ISSUE DATE JULY 
2013 

8. Misuse of Agency Credential by Former (b3) Staff Officer - ISSUE DATE AUGUST 
2013 

9. Unauthorized Disclosure of Classified Information - ISSUE DATE AUGUST 2013 

10. Request for Whistleblower Protection by Former Interrogator - ISSUE DATE AUGUST 
2013 



1 1 . Counterfeiting of CIA Credentials - ISSUE DATE SEPTEMBER 2013 

12. Ethics Violations Involving Film Producers - ISSUE DATE SEPTEMBER 2013 

13. Alleged Use of Government Systems to Order Steroids - ISSUE DATE OCTOBER 
2013 

14. Alleged War Crimes by Agency Personnel Overseas - ISSUE DATE NOVEMBER 
2013 

15. Alleged Abuse of Detainees Overseas - ISSUE DATE JANUARY 2014 

16. Disclosure of Classified Information by Former D/CIA - ISSUE DATE MARCH 2014 

17. Alleged Abuse and Misconduct Overseas - ISSUE DATE MARCH 2014 

18. Alleged Misattribution of Detainee Intelligence - ISSUE DATE APRIL 2014 

19. Alleged Misconduct by Polygrapher - ISSUE DATE MARCH 2014 

20. Theft of USG Property: E Bay sale of NVGs - ISSUE DATE MAY 2014 

21. Allegation of Misconduct by Polygrapher - ISSUE DATE MAY 2014 

We completed a thorough search for records responsive to your request and located 
twenty-three (23) documents which can be released in segregable form with redactions made on 
the basis ofFOIA exemptions (b)(1), (b)(3), (b)(5), (b)(6), (b)(7)(b), (b)(7)(c), (b)(7)(e) and 
(b)(7)(d). Exemption (b)(3) pertains to Section 6 of the Central Intelligence Agency Act of 
1949, as amended, 50 U.S.C. Sec. 3507 (formerly codified at 50 U.S.C. Sec. 403g), noted as 
exemption (b)(3)CIAAct on the enclosed documents, and/or Section 102A(i)(l) of the National 
Security Act of 1947, as amended, 50 U.S.C. 3024 (formerly codified at 50 U.S.C. 403-1 (i)(l)), 
noted as exemption (b)(3)NatSecAct on the enclosed documents. Due to the current status of 
coordinations of eight (8) of the documents we are unable to produce those at this time. We will, 
however, release those to you once all relevant equity holders have completed their reviews. 

Because the above-referenced request is a subject of pending litigation in federal court, in 
accordance with Agency regulations as set forth at Section 1900.42 of Title 32 of the Code of 
Federal Regulations, you are not entitled to appeal this determination administratively. 



Sincerely, 




Michael Lavergne 

Information and Privacy Coordinator 



Enclosures 
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Inspector General 



Report of Investigation 




(U//FeUO) ALLEGED VIOLATION °t5 I ^'J/ NIQUE P ° ST 
EMPLOYMENT R ESTRIC TIONS 

(b)(3) ClAAct 1 



11 February 2013 



(b)(3) ClAAct 



David B. Buckley 
Inspector General 



Assistant Inspector General 
for Investigations 



Special Agent 



(b)(3) ClAAct 



NOTICE: The information in this report 
is covered by the Privacy Act, 5 U.S.C § 552a, 
and should be handled accordingly. 
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OFFICE OF INSPECTOR GENERAL 



INVESTIGATIONS STAFF 



REPORT OF INVESTIGATION 

(U//FOTO) ALLEGED VIOLATION OF CIA-UNIQUE 
POST-EMP LOYMENT RESTRI CTIONS 

| jb)(3) ClAAct ] 

11 February 2013 



(U) SECTION A -SUBJECT 



1. (U) Full Name: 



(b)(7)(c) 



(b)(1) 

(b)(3) ClAAct 
(b)(3) NatSecAct 
(b)(7)(c) 



(b)(3) NatSecAct 
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(U) SECTION B - PREDICATION 



2. (Ufl A - KJO) In Septembe( b)(7)( c)g Of fice of Genera] Counsel (OGC) referred to the 
Office of Inspector General (OIG) allegations 

[ (b)(7)(c) 

1(b)(7)(c) 



[was engaged in activities involving 

^foreign entities in possible violation of^ post-emplo yment (b)(7)(c) 



restrictions. In the course of inyestigating ( b ) ( 7 ) ( c) acti vities and coordinating concu rrent 



investi gations 1 

(b)(7)(c); 



(b)(7)(c) 



OIG developed information that p~~ (b)(7)(c) 



j retired CIA officer, also may have violated post-employment 



restrictions on advising or representing foreign governments. 



(U) SECTION C - POTENTIAL VIOLATIONS 




(5) Special Rules With Respect to Certain Relationships with Foreign Governments or Political 
Parties Following Separation from CIA. 



(a) (U) Section 402 of the Intelligence Authorization Act for Fiscal Year 1997 requires 
the Director of the Central Intelligence Agency (D/CIA) to issue regulations requiring 
designated Agency employees to sign written agreements committing not to represent or 
advise, for a period of three years after that employee leaves CIA employment, any 
foreign government or foreign political party. Pursuant to statutory authorities, the 
D/CIA has delegated to the Associate Deputy Director of the Central Intelligence Agency 
(ADD/CIA) responsibility for administering the post-employment restrictions required by 
section 402. The ADD/CIA shall report to the D/CIA all actions taken pursuant to 
subparagraphs m(5Xe), (k), and (m) below. 



(c) (U) Within 30 days after the promulgation of this subparagraph m(5), and by 
31 January of each subsequent year, each directorate (including the D/CIA Area) shall 
identify those positions within that directorate which are occupied by members of the 
Senior Intelligence Service, whose responsibilities require them to maintain ’’significant 
contact" with foreign government officials and it is expected that the contacts will 
involve regular or recurring interaction. 



(j) (U) Where it appears that a former employee may have violated the terms of his or 
her Post-Employment Agreement, the Inspector General will have jurisdiction to 
investigate the matter, report his or her findings of fact to the D/CIA, and provide a copy 
of that report to the ADD/CIA. In such cases, the ADD/CIA shall review the Inspector 
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General’s findings of fact and request the opinions of the former employee’s most recent 
Director or Head of Independent Office and the General Counsel. 

■'t 

(k) (U) After consulting with the respective Director or Head of Independent Office and 
the General Counsel, if the ADD/CIA concludes that the Post-Employment Agreement 
has been violated, the ADD/CIA shall impose any or all of the following sanctions upon 
the former employee: (1) a post-employment letter of reprimand, (2) the foreclosure of 
any future CIA contractual or other relationships with the former employee, (3) a 
determination that the Agency seeks as a remedy at law the forfeiture to the U.S. of all 
money or other consideration received by the former employee that is attributable to his 
or her violation of the Post-Employment Agreement, and (4) forfeiture of all or any 
portion of the Federal retirement benefits to which the former employee otherwise would 
be entitled. For purposes of this subsection, the term "Federal retirement benefits" 
includes those benefits provided by the Civil Service Retirement System, the Central 
Intelligence Agency Retirement and Disability System, the Federal Employees’ 

Retirement System, the Federal Employees’ Retirement System Special Category, and 
any successor Federal retirement system the vested benefits of which are attributable to 
the employee’s CIA service (but does not include the former employee’s own 
contributions, earnings on such contribution, or benefits to the extent that they are 
attributable to the employee’s own contributions). 



(o) (U) The ADD/CIA shall provide the Director, Office of Security information about 
any final decisions made pursuant to subparagraphs m(5)(e), (j), (k), or (m) above. The 
Director, Office of Security shall maintain a database containing that information. 



(U) Title 1 8 USC § 207, Restrictions on former officers, employees, and elected officials of the 
executive and legislative braches, provides in pertinent part: 



(f) Restrictions relating to foreign entities, - 



(1) Any person who is subject to the restrictions in subsections (c), (d), or (e) [applicable to 
certain former senior employees of the executive branch] and who knowingly, within one year 
after leaving the position, office, or employment referred to in such subsection- 

(A) represents a foreign entity before any officer or employee of any department or agency 
of the United States with the intent to influence a decision of such officer or employee 

in carrying out his or her official duties, or ' 

(B) aids or advises a foreign entity with the intent to influence a decision of any officer or 
employee of any department or agency of the United States, in carrying out his or her 
official duties, 

(C) shall be punished as provided in section 216 of this title. (b)(7)(c) 



(b)(7)(c) 3. (U//£DUO) In[ the year of | ^ termination of CIA employment, the foreign 



entity restrictions in 18 U.S.C. § 207(f) applied to senior employees whose base pay, including 
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locality pay, exceeded $140,216.50. (See generally 5 CFR § 2641.104, defining "senior 
employee" for purp ose of 18 U.S.C, § 207.) Acc ordingly, f was subject to the § 207(f) 

restrictions based on | S alary at the time of | r etirement, $149,241.37. 



(b)(7)(c) 
(b)(7)(c) ■ 



4. (U/7FOUG) OIG made a preliminary presentation of the facts concerning [ 



to the 



Department of Justice Public Integrity Section (DOJ/P1S) as a possible violation of 18 U.S.C. 
§ 207(f). DOJ/PIS consult ed with the Office o f Legal Counsel and the Office of Government 



Ethics about the matter. Qn| (b)(7)(c) DOJ/PIS declined to open a criminal case against 



(b)(7)(c) 



i DOJ/PIS noted that "the fact that 



the experienced and informed attorneys from [Office of Legal Counsel] and [Office of 
Government Ethics] did not have a clear answer to the question posed in this case (nor did we), 
precludes us from putting together a criminal case on these facts." Therefore, this report focuses 
only on the alleged violation of the Section 402 post-employment restrictions. 



(U) SECTION D - IIWESTTGATTVE FINDINGS 

(U) BACKGROUND 



5. (U//EDUO) 



(b)(7)(c) 



occupied a position subject to the regulatory post-employment agreement required by Congress 
in Section 402 of the Intelligence Authorization Act of 1997 and incorporated in[^(b)(3) ClAAct 

signed a post-employment agreement not to represent or advise the 



government of any foreign county or any political party of any foreign country, as defined in 
18 U.S.C. 207(f)(3) for the three year calendar period immediately following separation. 




(U) ETHICS ADVICE PROVIDED 



(b)(7)(c) 



(b)(7)(c) 



7. (U) The CIA/OGC Ethics Counsel advised! 
delivered letters, dated! (b)(7)(c) Jand 



of these restrictions in two hand- 

, x _ 7 v , v _ . I (Exhibits B, C) In the 

letter, the OGC eth ics c ounsel in formed[ t hat the f (b)(7)(c) ll etter , 

previous letter dated |~~ (b)(7)(c) [ and was intended to assist|_ jin ( a A ) 



superseded! 

understanding post-employment restrictions. Both letters advised that there is no "safe 
harbor" for "behind-the-scenes" assistance under 18 U.S.C. § 207(0 or Section 402. They 
further advised that the Section 402 ban on representing or advising "does not require the 
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rendering of aid or advice with the intent to influence the US Government, but applies absent any 
US interest or involvement in the matter at issue." 



Regarding the Section 402 restriction, the OGC Ethics Counsel wrote on 



(b)(7)(c) 



A former employee subject to this restriction would be prohibited from working for a 
foreign government in any capacity, including as an employee or contractor. Further, 
regardless of whether the former employee worked directly for the foreign government, 
he would be barred from "representing" a foreign government on any matter. The former' 
employee could, however, work for a consultant that advises a foreign government, and 
even interact directly with the foreign government so long as the subject of the 
consultation was not related to anv matter within the scone of his government 
employment . The former employee also could sell goods for his new employer directly 
to a foreign government, and provide advice on how to use a product, so long as the 
advice was not related to anv matter within the scope of his government employment . 



The February letter continued; 

As you discussed with [CIA Senior Deputy Counsel) John Rizzo during our [ 
meeting, a "matter" means any particular matter with specific parties, such as a contract. 
Therefore, you will not be considered to be in violation of this restriction if you are 
rendering advice to a foreign government in connection with a sale of goods and services 
and that advice does not intersect with any matter, including any contract, with which you 
were involved as a government employee. 



(b)(7)(c) 



(b)(7)(c) 
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10. (U) Concerning interaction with] 73 * e OGC Ethics Counsel advised 

Jthat, so long as| (completely avoids any discussion of matters involving t he United 



even 



S tales J would not violate 18 U.S.C. § 207(f). However, ifj - jaided or advised 

behind-the-scenes, on a matter involving CIA or the rest of the United States Government,! 
wo uld be in v iolation of 18 U.S.C. § 2 07(f). As to Section 4 02, the OG C Ethics Counsel advised 
that 



interaction with, in the course of selling [ 



goods and services would 



not violate Section 402 unless there is some intersection with a particular matter on which | 
worked while a CIA employee. 



(b)(7)(c)] 



(V) | ( b )( 7 )( c )~ P OST-EMPLOYMENT ACTIVITIES INVOLVING FOREIGN 
ENTITIES 



(U) Overview 



(b)(7)(c) 



1 1. (U) The OIG investigation found that 



frequently interacted with 



representatives of foreign governments in a business -development rote - inciudin 



- in the months foUowin 



u aing 



retirement. 
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(b)(7)(c) 



(b)(7)(c)- 

(b)(7)(d) 



16 . (U) | s aid that made an effort to understand the applicable rote s and 
regulations, and to the be st of \ [ knowl edg e, ! [ was in compliance with all ofj post* 

I added that] _jnever had any intention of violating or circumventing 



(b)(7)(c) 



employment restrictions 
the restrictions. 



(b)(7)(c) 

(b)(7)(d) 
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(b)(7)(c) 

(b)(7)(d) 
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(U) SECTION 5 -RECOMMENDATION 

(b)(3) ClAAct 




(b)(7)(c) 



10 
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(U) SECTION 6 -EXHIBITS 

A. Post-Employment Agreement dated 



■(b)(7)(c) 



B. Letter dated (b)(7)(c ) __ from CIA OGC to I Iregarding post-employment 

restrictions (b)(7)(c) 



C. Letter dated | (b)(7)(c) from CIA OGC t(b ) (^)(^)-cgarding post -employment 



restrictions 



D. I ^)(7)( c ) | em ai[ exchang e between OGC attorneys regarding oral information provided 



to 



.(b)(7)(c). 



I 

i 

n 

-s setter 
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POST-EMPLOYMENT AGREEMENT 



An Agreement Between 
States . 



(b)(7)(c) 



and the United 



1* Intending to be legally bound, and in consideration 
of my continued service in the position that I now occupy 
("my position") for the Central Intelligence Agency. ("CIA") , 
I accept the obligations contained in this Agreement. I 
understand and accept that service in my position imposes 
upon me certain obligations, including the obligation not to 
permit an actual or potential conflict of interest or the 
appearance of any actual or potential conflict of interest 
to arise between the responsibilities of my position and my 
relationships with certain foreign entities following my 
separation from CIA. 



2. I understand and agree that for the three -year 
calendar period inmediately following my separation from CIA 
employment I will not represent or advise the government or 
any political party of any foreign country, as defined in 
18 U.8.C. § 207(f)(3). I further understand that I will not 
be subject to this restriction on my post -employment 
activities if I occupy a position that has not been 
designated as being subject to these post-employment 
restrictions for a period of three years or more prior to my 
separation from CIA employment. 



3. I understand and agree that should I violate this 
Agreement, CIA may impose upon me any or all of the 
following sanctions: (i) a post-employment letter of 

reprimand, (ii) the foreclosure of any future CIA 
contractual or other relationships with me, (iii) a 
determination that the Agency seeks as a remedy at law the 
forfeiture to the United States of all money or other 
consideration received by me that is attributable to my 
violation of the Post -Employment Agreement, and • 

(iv) forfeiture of all or any portion of the Federal 
retirement benefits to which I would otherwise be entitled. 
For purposes of this subsection, the term "Federal 
retirement benefits" includes those benefits provided by the 
Civil Service Retirement System, the Central Intelligence 
Agency Retirement and Disability System, the Federal 
Employees* Retirement System, the Federal Employees' 
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Retirement System Special Category, social security benefits 
baaed on federal employment, and any successor Federal 
retirement system the vested benefits of which are 
attributable to the employee's CIA service (but does not 
include the former employee's own contributions, earnings on 
such contributions, or benefits to the extent that they are 
attributable to the employee's own contributions). 



4. I understand and agree that I may obtain a waiver of 
anf or cement of this Agreement in a specific instance or a 
release from this Agreement, only by written request and in 
accordance with the regulations and procedures set forth by 
CIA. Such a waiver or release shall be effective only if it 
is in writing, signed by the Executive Director. I further 
understand and agree that there is no obligation upon CIA to 
grant ray request for such a waiver or release, that any such 
waiver or release if granted must be in writing, and that, 
unless and until such time as a waiver or release is granted 
or if no such waiver or release is granted, I remain subject 
to all of the terms of this Agreement. 

5. I understand that U.S. Government may apply for a 
court order enjoining me from engaging in any activities, 
actual or treasonably anticipated, in violation of this 
Agreement. I have been advised that such an action may be 
brought against me in any of the several United States 
District Courts where the United States Government may elect 
to file the action and that court costs and reasonable 
attorney's fees incurred by the United States Government may 
be assessed against me if I lose such an action. 

6. I understand that each provision of this Agreement is 
severable, and that if a court should find any provision of 
this Agreement to be unenforceable, all the other provisions 
of this Agreement shall remain in full force and effect. 

This Agreement relates solely to certain of ray specific 
responsibilities and does not set forth any of the other 
conditions or obligations that may now or hereafter pertain 
to my employment by or assignment or relationship with CIA. 
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Date 

(b)(7)(c) 

Date 



[r 

f:. . 






r , v 



s.v 
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CENTRAL INTELLIGENCE AGENCY 
WAswqroK. o a aow 



Offic»ofa«n»f«iOatm«l 



(b)(7)(c) — j 

VIA HAND DELIVERY 



(b)(7)(c) 

7~ 7 (b)(7)(C >l 

You intend to terminate your employment with the Central 
Intelligence Agency (Agency) end have requested written guidance 
concerning the poet-employment restrictions applicable to you. 

As you are aware, a former federal government employee has 
restrict lone placed upon hie poet -employment activities by both 
etatute and regulation, and violations of these restrictions may 
result’ in criminal and civil penalties. This letter is intended 
to assist you in understanding the restrictions. If questions - 
arise as to the applicability of the restrictions to a 
particular set of circumstances, please do not hesitate . to 
contact me for a specific opinion based upon those facts. 

You have completed the Post -Government Employment Ethics 
Questionnaire dated ~ _ j&od provid ed ad diti onal 

information to me during our meeting on 5 _____ I 1 

have used the information provided, by you as the basis for the 
conclusions in this letter, The advice provided below is based 
on the assumption the following facts are true: 

• You will termin ate employment with the Agency on j | (b)(7)(c) 

.a a Sen ior Intelligence Service officer. 



(b)(7)(c) 



(b)(7)(c) 

(b)(7)(c) 
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• You will not receive a cash incentive to separate from 
the Agency* Accordingly, you will not be subject to the 
restrictiona imposed by the CIA Voluntary Separation Pay 
Act. • 

• You will be subject to the post-employment restriction 

■ contained in 402 of the 1997 Intelligence Authorization 
Act . 

• You did have personal and substantial involvement in 
government contracts during your government career. 

• You were not involved in any Agency procurement in excess 
of $10 million during your last year of government 
service. Therefore, on the basis of your 
representations, . I have concluded that you are not 
subject to. the one -year compensation ban ic^posed by the 
Procurement Integrity Act. 

• You did not engage in .trade and treaty negotiations as an 
Agency employee, and, accordingly, will not be subject to 
the restrictions of 1A u;s.C. 207(b). 



If my understanding' of your employment history is incorrect and 
one of the above statements is not true, the advice provided in 
this letter may -not be accurate and cannot be relied upon. 

Should my understanding of the facts be in error, please contact 
tne for additional advice based upon corrected information. 

You are 'subject to the post-employment restrictions 
susnoarifesd below. A detailed discussion of each of these 
restrictions follows. 

flutarv. of Pru t-gaployment Restrictions 

1 , You are barred permanently from representing anyone 
(other t h a n the "US OovinaMot) before any off iolal or agency of 
the US Government concerning .those particular matters in which 
you ware personally and substantially involved as a federal 
employee. 
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2. You are barred for two years from representing anyone 
(other than the US Government) befora any official or agency of 
tha . us Government concerning any particular matters that ware 
actually pending- under your of ficial responsibility during your 
last year of government service. 



3. You ara barred for one year after se paration from 

m a k ing any communication or appaaranca before 

"j tha Central Intelligence Agency ae eking official notion 
on behalf of a third party. 



(b)(7)(c) 



4 . You are barred for one year after separation from the 
Agency from representing, aiding or advising a foreign entity 
with the Intent to Influence tha United States. 



5. You are barred from representing or advising a foreign 
government or foreign political party for three years after 
separating free the Agency. 



Detailed Discussion of Post-feploynant Restrictions 

german eat Representation Ban . A federal employee is 
permanently barred from representing anyone (other than the US 
Government) before any official or agency of the US Government 
concerning any particular matter Involving a specific party or 
parties in which the employee was personally and substantially 
involved as a federal employee. 18 U.S.C. 207(e)(1). This 
criminal statute is called the 'switching sides 8 or 'revolving 
door 8 statute . 

The- most common example of a “particular matter 8 under the 
statute would be a contract or a proposal for a contract. A 
“particular matter* also would include a renewal, extension, or 
modification of a contract. The prohibition further requires 
that “a specific party or parties 8 be Involved at the time of 
employee ' s involvement . General rulemaking usually does not 
involve a specific party or parties; contracts always involve 
specific parties. 

To participate “personally* generally means to participate 
directly, although an employee can participate “personally 8 even 
though he merely directs a subordinate's participation. To 
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participate 'substantially* means that the employee's 
involvement must have bean of significance to the matter, or 
form a basis for a reasonable appearance of significance. 
’“Personal and substantial* involvement with a contract would 
include action through decision, approval, disapproval, 
recommendation, investigation, or the rendering of advice in a 
particular matter. Further, personal and substantial 
involvement includes both formal roles in the administration of 
a contract, such as a COTR or approving contracts, as well as 
more informal roles, such as supervising a contractor employee 
or giving award fee input. 

All communications and appearances made on behalf of a 
third party with the intent to influence the federal government 
are prohibited by the representational ban. The ban, however, 
does not prohibit limited 'behind-the-scenes” involvement on the 
part of the former government employee in connection with the 
representation of a third party. - Additionally, the ben does not 
prohibit a former employee from representing him or herself {as 
distinguished from a corporation or consulting firm) before the 
federal government, as, for instance, an independent contractor. 

To the extent that you were personally and substantially 
involved in a particular matter, including a contract, you will 
be permanently banned from representing a third party on that 
contract. 



Two-year Representation Ban . For two years after his 
government employment ends, a former employee may not represent 
anyone (other than the US Government) before any official or 
agency of the US Government concerning any particular matter 
that the former employee knows or reasonably, should know was 
pending under his official responsibility during the last year 
o£ his government employment. 18 U.S.C. 207(a)(2). This ban 
is identical to the permanent representational restriction 
except that it. is of shorter duration and requires only that the 
fanner employee have had official responsibility' for a matter 
during his last year- of government service, not that he- 
participated personally and substantially in that matter. 

A matter was 'actually pending' under a former employee's 
official responsibility if the matter was in fact referred to or 
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under consideration by persons within the employee's area of 
responsibility. This restriction does not apply unless at the 
time of the proposed representation of another he knows or- 
reasonably should Know that the matter had been under his 
responsibility during the last year of Agency service. 

As with the permanent ban, the restriction applies to 
communications and appearances on behalf of a third party that 
are made 'with the intent to influence' the federal government, 
but does not prohibit 'behind-the-scenes' activities, unlike 
the permanent ban, however, an employee's recusal or lack of 
participation in a matter does not remove it from his official 
responsibility. 

To the extant that you were not personally and 
substantially involved in a particular matter, but that matter 
fell under your official responsibility during your last year of 
government service, you will be subject to this two-year ban on 
that matter. 



Ona Year Cooling-Off Period . 18 U.S.C. 5 207(c) imposes 
additional' restrictions on senior intelligence officers earning 
over $136,757 in base pay (which after 11 July" 2004 includes 
locality pay) , and, as your base pay will exceed the threshold 
when you separate, you will be subject to this one-year 
restriction following your separation from the Agency. Former 
senior employees subject, to Section 207(c) are prohibited for 
one year after separation from making any conraunication or 
appearance on behalf of a third party before the Central 
Intelligence Agency or any federal agency in which the former 
employee served in any capacity during his last year of 
government service seeking official action. Like the permanent 
and two-year restrictions discussed above, this provision does 
not prohibit 'behind the scenes' assistance to a third party. 
The restriction, however, does not require the former senior 
employee to have ever been officially involved in the matter 
that is the subject of the communication or appearance. 

Unlike the permanent and two-year restrictions, the prohibition 
applies only to the federal agency or agencies in which the 
former employee served in any capacity during his last year of 

government service. In. your case, yo u will be barr ed from 

representing any third party before (b)(7)(c) 

the Central Intelligence Agency. 
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An opinion issued by the Office o £ Legal Counsel, US 
Department of Justice (QLC) /.determined the conduct of a former 
senior employee would fall outside of permissible 'behind-the- 
scenes* assistance if the former official intended that 
information or views conveyed to his former agency by a third 
party be attributed to him. The OLC opinion lists several 
examples of the type of indirect communication that may be 
considered 'representing, » including when a high-ranking 
official aggressively publicises the fact that he is starting a 
one-man consulting firm, then Bubmits a report to the agency 
shortly thereafter under the name of that firm. 



The Meaning- of. ^Representation* . The meaning of the term 
"representing* in the context of the three representational bans 
discussed above is very broad. "Representing* includes all 
communications and appearances made on behalf of a third party 
with the intent to influence the federal government. It is not 
limited to lobbying or representing a third party on contract 
negotiations, for example. Representation need not be on behalf 
of the original contractor and can include virtually any 
interaction with other federal employees on behalf of a private 
employer or individual. If, for instance, as a representative 
of your new employer, you sttend a meeting with any part of the 
United States Government during which a particular matter in 
which you were personally and substantially involved is 
discussed and you offer your .opinion on the matter,, you would be 
considered to be "representing* your employer. This would be a 
violation of the criminal statute. • 

None of these representational bans prohibit "behind-the- 
scenes* involvement in a particular matter. This safe harbor 
allows you to use your expertise and knowledge, but not your 
influence. As noted above, however,, conduct falls outside .the 
scope of permissible "behind -the -scene a* involvement if, for 
instance, a former government official intends that information 
conveyed to the federal government by a third party be 
attributed to him. In other words, you cannot shield yourself 
from criminal liability by interacting with government officials 
through a third party, including through a business associate, 
if you intend that the information be attributed to you. 
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foreign Entity Rastriotloas . 1$ U.S.C. I 207(f) restricts 
former senior employees whose base pey (which after ll July 2004 
Includes locality pay) Is over $136,757 for one year after 
separation from the Agency from representing, aiding or advising 
a foreign entity with the intent to influence the United States.. 
A foreign entity is defined as a foreign government or foreign 
political party. A foreign government includes any person or 
group of persons exercising sovereign de facto or de jure 
political jurisdiction over any country, other than the united 
States, or any part of such country. It also includes any 
subdivision of a group Any group or agency to which 
sovereign de facto or de jure authority or functions are 
directly or indirectly delegated. The term also includes any , 
faction or body of Insurgents within a country assuming to 
exercise governmental authority, whether such faction or body of 
insurgents has or has not been recognized by the united States . 

A foreign commercial corporation will not generally be 
considered a foreign entity for purposes of 18 S.S.C. f 207(f) 
unless it exercises the functions of a sovereign. There is no 
safe harbor for 'behind-the-scenes' assistance under 16 u.S.C. 
207 (f) . 



Section 402 Three-Year Post-Bap i nymae t Agreement . Your 
former position ! ""j ia a 

designated position subject to the three-year post -employment 
agreement required by Congress in Section 402 of the 
intelligence Authorization Act of 1997. 50 U.S.C. S 403-4 nt. 
Pursuant -to this Act, you have signed an agreement with the 
Agency that prohibits you from representing or advising a 
foreign government or foreign political party for three years 
after leaving employment at the Agency. (Because you held this 
designated position within three years of leaving government 
service, you will be subject to this restriction upon your 1 
departure, even though you no longer hold this position.) ' This 
ban does not require the rendering of aid or advice with the 
intent of influencing the U.S. Government, but applies absent 
any U.S. interest or involvement in the matter at issue. There 
is no safe harbor for '‘behind-the-scenes" assistance under 
Section 402. 



(b)(7)(c) 



You have asked for detailed advice on this prohibition, • 
specifically whether it applies when a covered former employee 
is selling goods or services to, but not working directly for,, a 
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foreign government. A former employee subject to this 
reetriotion would be ..prohibited from working for a foreign 
government in. any capacity, including aa an employee’ or a 
contractor. \ Further, regardless of whether the former employee 
worked directly for the foreign government, he would be barred . 
from “representing* a. foreign government on any matter, .{The. 
broad meaning of “representation* discussed above vould apply.) 
The ■ former employee could, however, work for e consultant that 
advises a foreign government, and even interact directly with 
the foreign government, so long as the subject of the 
consultation was not related to any matter within the scope of 
hi a government 'employment . The former employee also could sell 
goods for his new employer directly to a foreign government, and 
provide advice on how .to use a product, ao long as the advice 
was not related to any matter within the scope of hia government 
employment . ;• 

Foreign Agents Registration Act of 1938 

Although you currently do not anticipate working for 
foreign governments, political parties or companies, you should 
familiarise yourself with the requirements of the Foreign Agents 
Registration Act of 1938 (FARA), 32 U.S.C. 601 et seq. , if you 
wish to explore this possibility in the future. FARA requires a 
person to register ae an “agent of a foreign principal' when he 
or she acts at the order, request or under the direct control of 
a foreign principal and engages in certain types of activities. 
Foreign principals include foreign governments, and 
partnerships, associations , corporations, organizations, or . 
other combinations of persons organized under the law or having 
their principal place of business in a foreign country. 



FARA has a very" broad scope and you should ensure that you 
comply with it’s -xegiat rat ion requirements unless your activities 
are exempt from the Act. The Office of General Counsel does not 
make determinations concerning the applicability of the Act . 
Inquiries regarding FARA should be addressed to: Foreign Agents 

Registration Unit, 0.3. Department of Justice, 1400 New York 
Avenue, N.W., Room 9300, Washington, D.C. 20530. The unit's 
telephone number is 203-514-1216; the fax number is 202-514- 
2836. .... 
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I hop* that you will find the guidance contained in this 
latter helpful as you begin your new career. Please remember 
that this latter- only summarizes the relevant statutory 
provisions. The provisions must be applied to specific facts on 
a caae-by-case basis to determine if particular circumstances 
fall within the scope of the restrictions. Please contact me if 
you have any additional questions or concerns. I can be. reached 




Sincerely, 



f (b)(3) ClAAct ^ 



Ethics Counsel 
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CENTRAL INTELLIGENCE AGENCY 

WMHMOTOK O.C. SQM 



Offioe of General Court* 



■(b)(7)(c)' 



VIA HAND DELIVERY 



(b)(7)(c) 




You intend to terminate your employment with the Central 
Intelligence Agency (Agency) and have requested written guidance 
concerning the poet - employment restrictions applicable to you. 

As you are aware, a former federal government employee has 
restrictions placed upon bis post -employment activities by both 
statute and regulation, and violations of these restrictions may 
result in criminal and civil penalties. This letter supersedes 
ray previous letter of [ H and is intended to assist 

you in understanding the restrictions. If questions arise as to 

the applicability of the restrictions to a particular set of 

circumstances, please do not hesitate to contact me for s 
specific opinion based upon those facts. 

You have compl eted the Post- Gover nment Employment St hie a 
Questionnaire dated - 1 j provid ed additional 

information to me during our meeting on I l and 

d uring our meetin g with John Rizzo, Acting General Counsel, on 
1 ~ 1 I have used the information provided by you as 

the basis for the conclusions in this letter. The advice 

provided below is based on the assumption the following facts 
are true* 



(b)(7)(c) 



(b)(7)(c) 

(b)(7)(c) 



* You will ternidna te employment with the Agency on 

| 1 as a Senior Intelligence Se rvice office r. 

You originally separated from the Agency onj 

(b)(7)(c) I — 
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• You will not receive a cash Incentive to separate from 
the Agency. Accordingly, you will not be subject to the 
restrictions imposed by the CIA Voluntary Separation Pay 
Act. 

• You will be subject to the post -employment restriction 
contained in 402 of the 1997 Intelligence Authorisation 

’ Act. That thr ee -year restriction began to run on ] | 

1 1 . the date of your first separation from the 

Agency. 



• You did have personal and substantial involvement in 
government contracts during your government career. 



• You were not involved In any Agency procurement in excess 
of $10 million during your last year of government 
service. Therefore, on the basis of your 
representations, I have Concluded that you are not 
subject to the one-year compensation ban imposed by the 
Procurement Integrity Act. 



• You did not engage in trade and treaty negotiations as an 
Agency employee, and, accordingly, will not be subject to 
the restrictions of 18 U.S.C. 207(b). 



If my understanding of your employment history is incorrect and 
one of the above statements is not true, the advice provided in 
this letter may not be accurate and cannot be relied upon. 

Should my understanding of the facts be in error, please contact 
me for additional advice based upon corrected information. 

You are subject to the post -employment restrictions 
summarized- below, a detailed discussion of each of these 
restrictions. follows. 



(b)(7)(c) 
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Buaaary of Post-gnploymant Restrictions 

1. You are barred permanently from representing- anyone 
(other than the US Sovemaant) before any official or. agency of 
tha US Government concerning those particular matters in whiah 
you were personally and substantially involved as a federal 
employee. 

2. You are barred for two years from representing anyone 
(other than tha US Government) before any official or agency of 
the tJS Government concerning any particular matters that were 
actually pending under your official reepoasibility during your 
last year of government service. 

3. You are barred for one year after se paration from 

makin g any communication or appearance before l I 

the Central Intelligence Agency seeking official notion 

on behhlf of a third party. 

4. You ore barred for one year after separation from the 
Agency from representing, aiding or advising a foreign entity 
with the intent to influence the united States. 

5. You ore barryd from representing or advising a foreign 

government or foreign political par ty for three years after your 
first separation from the Agency on 



Detailed Discussion of Post-Bmployment Restrictions 

Permanent Representation Baa . A federal employee is 
permanently barred from representing anyone (other than. the US 
Government) before any official or agency of the us Government 
concerning any particular matter involving a specific party or 
parties in which the employee was personally and substantially 
involved as a federal employee. 18 U.S.C. 207(a)(1). This 
criminal statute is called the "switching sides' or "revolving 
door' statute. 

The most common example of a "particular matter' under the 
statute would be a: contract ' or a proposal for a contract. A 
"particular matter' also would include a renewal, extension, or 
modification of a contract. The prohibition further requires 





(b)(7)(c) 



(b)(7)(c) 
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that ’a specific party or parties* be involved at the time of 
employee' a involvement. General rulemaking usually does not 
involve a specific party or parties; contracts always involve 
specific parties. 

To participate "personally* generally means to participate 
directly, although an employee can participate "personally* even 
though he merely directs a subordinate's participation. To 
participate "substantially* means that the employee's 
involvement must have been of significance to the matter, or 
form a baeis for a reasonable appearance of significance. 
"Personal and substantial* involvement with a contract would 
Include action through decision, approval, disapproval, 
recommendation, investigation, or the rendering of advice in a 
particular matter. Further, personal and substantial 
involvement includes both formal roles in the administration of 
a contract, such as a COTR or approving contracts, aa well as 
more informal roles, such as supervising a contractor employee 
or giving award fee input. 

A11 communications and appearances made on behalf of a 
third party with the intent to influence the federal government 
are prohibited by the representational ban. The ban, however, 
does not prohibit limited "behind-the-scenes* involvement on the 
part of the former government employee in connection with the 
representation of a third party. Additionally, the ban does not 
prohibit a former employee from representing him or herself (as 
distinguished from a corporation or consulting firm) before the 
federal government, as, for Instance, an independent contractor. 

To the extent that you were personally and substantially 
involved in a particular matter, including a contract, you will 
be permanently banned from representing a third party on that 
contract. 

Two-year Representation Ban . For two years after hie 
government employment ends, a former employee may not represent 
anyone (other than the 09 Government) before any official or 
agency of the US Government concerning any particular matter 
that the former employee knows or reasonably should know was 
pending under his official responsibility during the last year 
of his government employment. 18 O.fl. C. . 207(a)(3). This ban 

is identical to the permanent representational restriction 
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except that it is of shorter duration and requires only that the 
former employee have had official responsibility for a matter 
during his last year of government service, not that he 
participated personally and substantially In that matter. 

A matter was 'actually pending' under a former employee's 
official responsibility if the matter was in fact referred to or 
under consideration by persons within the employee's area of 
responsibility. This restriction does not apply unless at the 
time of the proposed representation of another he knows or 
reasonably should know that the matter had been under his 
responsibility during the last year of Agency service. 

As with the permanent ban, the restriction applies to 
communications and appearances on behalf of a third party that 
are made "with the Intent to influence' the federal, government, 
but does not prohibit 'behind-the-scenes' activities. Unlike 
the permanent ban, however, an. employee's recusal or lack of 
participation in a matter does not remove it from his official 
responsibility. 

To the extent that you were not personally and 
substantially involved in a particular matter, but that matter 
fell under your official responsibility during your last year of 
government service, you will be subject to this two-yeer ban on 
that matter. 

One Year Cooling-Off Period . 16 0.3. C. S 207(c) imposes 
additional restrictions on senior intelligence officers earning 
over $140,216.50 in base pay (which after 11 July 2004 include* 
locality pay) , and, as your base piy will exceed the threshold 
when you separate, you will be subject to this one-year 
restriction following your separation from the Agency. Former 
senior employees subject to Section 207(c) are prohibited for 
one year after separation from making any cormnunication or 
appearance on behalf of a third party before the Central 
Intelligence Agency or any federal agency in which the former 
employee served in any capaaity during hi* last ysax of 
government service seeking official action. Like the permanent 
and two-year restrictions discussed above, this provision does 
not prohibit "behind the scenes' assistance to a third party. 

The restriction, however, does not require the former senior 
employee to have ever been officially involved in the matter 
that is the subject of the communication or appearance. 
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Unlike the permanent and two-year restrictions, the prohibition 
applies only to. the federal agency or agencies in which the 
former employee served in any capacity during his last year of 

government service.' In your case, you will be barred from 

representing any third party before (b)(7)(c) I 

the Central Intelligence Agency. *L * 

An opinion issued by the office of Legal Counsel, US 
Department of. Justice (OLC),! determined the conduct of a former 
senior employee would fall outside of .permissible 'behind-the- 
scenes' assistance if the former official intended that 
information. or views conveyed to his former agency by a third 
party be attributed to him. The OLC opinion lists several 
examples of the type of indirect communication that may be 
considered 'representing,' including when a high-ranking 
official aggressively publicixea the fact that he is starting a 
one-man consulting firm,, then submits a report to the agency 
shortly thereafter under the name of that firm. 

The Meaning of "Representation* . The meaning of the terra 
'representing' in the context of the three representational bans 
discussed above is very broad. 'Representing* includes all 
communications and appearances made on behalf of a third party 
with the intent to influence the federal government. It is not 
limited to lobbying or representing a third party on contract 
negotiations, for example . Representation need not be on behalf 
of the original contractor and can include virtually any 
interaction with other federal employees on behalf of a private 
employer or individual. If, for instance, as a representative 
of your new employer, you attend a meeting with any part of the 
United States Government during which a particular matter in 
which you. were personally and substantially involved is 
discussed 1 .and you offer your opinion on the matter, you would be 
considered to be * represent ingV your employer. This would be a 
violation of the criminal statute. 

None of these representational bans prohibit a behind -the - 
saenas' involvement in a particular matter. This safe harbor 
allows you to use your expertise and knowledge, but not your 
influence. As noted above,- however, conduct falls outside the. 
scope of permissible 'behind-the-scenes' involvement if, for 
instance, a former government official intends chat information' 
conveyed to the federal government - by a third party be 
attributed to him. In; other words, you cannot shield yourself 
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from criminal liability- by interacting with government officials 
through a third party, including through a business associate, ' 
if you intend that the information be attributed to you. 



Foreign entity Restrictions , 18 U.S.C. S 207(0 restricts 

former .senior employees whose base pay (which after 11 July 2004 
includes locality pay) is over $140; 218. 50 for one year after 
separation from the Agency from representing, aiding or advising 
a foreign entity with the intent to influence the United States. 
A foreign entity is defined as a foreign government or foreign 
political party. A foreign government includes any person or 
group .of persons exercising sovereign de facto or de jure 
political jurisdiction over any country, other than the United 
States, or any part of such country. It also includes any 
subdivision of a group and any group or agency to which 
sovereign de facto or de jure authority or functions are 
directly or indirectly delegated. The term also includes any 
faction or body of insurgents within a country assuming to 
exercise governmental authority, whether such faction or body of 
insurgents has or has not been recognized by the United States. 

A foreign commercial corporation will not generally be 
considered a foreign entity for purposes of 18 U.S.C. S 207(f) 
unless it exercises the functions of a sovereign. There is no 
safe harbor for 'behind-the-scenes' assistance under 18 U.S.C. 

207 (f) . 



Section 402 Three-fear Foat- Employment, Agreements 



Your 
is a 



former position, as 

designated position "subject to the three-year post-enployraent 
agreement required by Congress in Section 402 of the 
Intelligence Authorization Act of 1997. 50 U.S.C. S 403-4 nt. 
Pursuant to this Act, you have signed an agreement with the 
Agency that prohibits you from representing or advising a 
foreign government or foreign political party for three years 
after leaving employment at the Agency. (Because you held this 
designated position within three years of your departure date in 
2002, this restriction applies.) This ban does not require the 
rendering of aid or advice with the intent of influencing che 
U.S . Government, but applies absent any U.S. interest or 
involvement in the matter at issue. There is no safe harbor for 
'behind- the -scenes* assistance under Section 402. As mentioned 
earlier in this letter, this restriction will run from three 



(b)(7)(c) 
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years f rom your original departure from the Agency on 



You have asked for detailed advice on this prohibition, 
specifically whether it applies when a covered former employee 
is selling goods or services to, but not working directly for, a 
foreign government, A former employee subject to this * 
restriction would be prohibited from working for a foreign 
government in any capacity, including as an employee or a 
contractor. Further, regardless of whether the former employee 
worked directly for the foreign government, he would be barred 
from "representing* a foreign government on any matter. (The 
broad meaning, of "representation* discussed above would apply.) 
The former employee could, however, work tor a consultant that 
advises a foreign government, and even interact directly with 
the foreign government, so long as the subject of the 
consultation was not related to any matter within the scope of 
his government employment , The former employee also could sell 
goods for his new employer directly to a foreign government, and 
provide advice on how to use a product, so long as the advice 
was not related to any matter within the scope of his government 
employment. As you discussed with John Rizzo during our 
___ | meeting, a "matter* means any particular matter with 

specific parties, such as a contract. Therefore, you will not 
be considered to be in violation of this restriction if you are 
rendering advice to a foreign government in connection with a 
sale of goods and services and that advice does not intersect 
with any matter, including any contract, with which you were 
involved as a government employee. 

Foreign Agents Registration Act of 1938 

Although you currently do not anticipate working for 
foreign governments, political parties or companies,' you should 
familiarize yourself .with the requirements of the Foreign Agents 
Registration Act of 1918 (PARA), 22 U.S.C. 601 et seq., if you 
wish to explore this possibility, in the future. PARA requires a 
person to register as an "agent of a foreign principal* whan be 
or she acts at the order, request or under the direct control of 
a foreign principal and engages in certain types of activities, 
Poreign principals include foreign governments, and 
partnerships, associations, corporations, organizations, or 
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other combinations of persons organized under the law -or having 
their principal place of business in a foreign country. 

PARA has .a very broad scope and you should ensure that you 
comply with its registration requirements unless your activities 
era exempt from the Act » The Office of General Counsel does not 
make determinations- concerning the applicability of the Act. 
Inquiries regarding PARA should be addressed to: U.5. 

Department of Justice, Criminal Division, Internal Security 
Sect ion/ Pore ign Agents Registration Unit, 10 th & Constitution 
Avenue, N.W. , Bond Building - Room 9300, Washington, D,C. 

20530. The Unit's telephone number is 202-514-1145; the. fax 
number is 202-514-2836. 

I hope that you will find the guidance contained in this 
letter helpful as you begin your new career. Please remember 
that this letter only summarizes the relevant statutory 
provisions. The provisions must be applied to specific facts on 
a case-by-case basis to determine if particular circumstances 
fall within the scope of the restrictions. Please contact me if 
you have any add itional questions or concerns. I can be reached 

“ ! — (b)(3) ClAAct 

Sincerely, 



p(b)(3) ClAAct— 

B t hies” Cdunse 1 
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SECRET//NOFORN 



CENTRAL INTELLIGENCE AGENCY 
OFFICE OF INSPECTOR GENERAL 

MEMORANDUM TO FILE 
(CASE CLOSING MEMORANDUM) 



I. ADMINISTRATIVE DATA 



(b)(3) ClAAct- 
Case Noi 



Case Title: Misuse of Government Systems 



Investigator: 



(b)(3) ClAAct' 



. Supervisor: 



(b)(3) ClAAct 



Date Received: 10/31/2012 Date Opened: 11/13/2012 
Date Assigned: 11/13/2012 Case Type: SR 



(b)(3) ClAAct 
(b)(7)(c) 
(b)(7)(d) 



II. SUMMARY OF INVESTIGATI VE ACTIONS 

(S//NF) - On 31 October 2012, 

Support, Off ice of Security (OS) 
advised that 



Directorate of 



contacted OIG and 



(b)(3) ClAAct 

(b)(7)(c) 

(b)(7)(d) 



misused government systems by conducting unauthorized, non- 
official se arches on sensitive Agency databases. According to 

warned [on more than one occasion to 



ceased [behavior, but 



(b)(1) 

(b)(3) ClAAct 
(b)(3) NatSecAct 
(b)(7)(c) 



continued to conduct 



unauthorized, non-official searches. 

(b)(7)(c) 



(b)(3) ClAAct 
(b)(7)(c) 



This document contains neither recommendations nor conclusions of the Central Intelligence Agency, Office of Inspector 
General, It is the property of the CIA/OIG and neither the document nor its contents should be disseminated without prior IG 
authorization. 



(b)(3) NatSecAct 
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' ' SECRET// NOFQRN 



(b)(1) 

(b)(3) ClAAct 
(b)(3) NatSecAct 
(b)(7)(c) 

(b)(7)(e) 



(U) This matter was briefed telephonically to Assistant United 



States Attorney 



(b)(6) 



Eastern District of Virginia, on 3 
January 2013, and received a verbal declination at the conclusion of 
the briefing. 



(b)(3) ClAAct 
(b)(7)(c) 



(b)(7)(c) 



-{S/-/NFJ- On 16 Tanuary 2013. a PEB wa s held for 

Special Activities Staff, 



the PEB recommended that 
Agency and clearances revoked. 



be separated from the (b)(3) ClAAct 

(b)(7)(c) 






y 


(b)(3) ClAAnt 


(resigned [~~ 


the Agency. 


(b)(7)(c) 





(b)(7)(c) 



III. FINDINGS 



(b)(1) 

(b)(3) ClAAct 
(b)(3) NatSecAct 
(b)(7)(c) 

(b)(7)(d) 

(b)(7)(e) 
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(b)(7)(e) 



- sECRgt y/NeroKN 
■^St^NFJ-OIG reviewed 



(b)(3) ClAAct 
(b)(7)(c) 



addition a [information of interest. 



Agency computer files 
OIG's review did not reveal any 



(b)(3) ClAAct 
(b)(7)(c) . L 



case has been declined for prosecution and 
_has resigned I position, OIG w.ill defer to SAS to consider 



any further action. This matter is closed. 



IV. REVIEW AN 

Case Investigator 



(b)(7)(c) 
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GCCRCT//NOFORN 



Office of Ins^^ctor General 
Investigations Staff 



Case Closing Memorandum 



I. Administrative Data 



Case No.: 
Investigator: 
Date Received: 
Date Assigned: 



(b)(3) ClAAct-j 

-(b)(3) C I AAct 



SA 



3 September 2012 
3 September 2012 



Case Title: 
Supervisor: 
Date Opened: 
Case Type: 



Review of Qui Tam Allegations 
from DoD 

SAcj (b)(3) Cl AAct 

19 September 201 2 

Preliminary Investigation 



11. Summary of Investigative Actions 

1 . Department of Justice (DoJ) Civil Litigation Division forwards to CIA Office of the Inspector 
General - Investigations Staff (OIG INV) “courtesy copies” of qui lam allegations against contractors 
with the Department of Defense (DoD). As many contractors with the DoD can also be contractors with 
the CIA, each allegation is evaluated for potential nexus with the CIA. If a potential nexus exists, it is 
evaluated for further investigation and determination if a joint investigation is to be pursued. 



(b)(7)(a) 



III. Fiodings 



This matter was considered a proactive approach to identifying potential civil false claims 



vio lations (3 1 U.S.C. § 3729) which ma y also affect the CIA. 



(b)(1) 

(b)(3) NatSecAct 



_3. From the op ening of this proactive inquiryj Allegations from DoJ were reviewed. 



[Of those contractors determined to have contracts with the CIA, no information had 



(b)(1) 

(b)(3) NatSecAct 



been uncovered that CIA is affected by the allegations in the corresponding qui tarn. 



4. This matter is being closed in favor of other more appropriate means of documenting the 
proactive activities from this initiative. Future review and research will be documented via MQIA. 
Should additional information be developed, INV may consider reopening the matter or separate 



INV-201 
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(b)(3) NatSecAct 






Approved for Releas e: 2Q15/Q5/Q5 C06299592 



6299592 



Approved for Release: 2015/05/05 C06299592. 



Case Closing Memorandum 






-SECRET //NO FOR M 



investigation if future qui tam allegations under this proactive initiative with a potential CIA nexus are 
determined. 



IV. Review and Approval 



Case Closing Memo submitted by Investigator to 
Supervisor: 



Case Closing Memo approved by Supervisor: 



(b)(3) ClAAct 






(Sign /Date) 
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TO/^ECRET// 



Office of Inspector General 
Investigations Staff 



(b)(1) 

(b)(3) NatSecAct 



Case Closing Memorandum 



I. Administrative Data 



Case No.: 
Investigator: 
Date Received: 
Date Assigned: 



(b)(3) ClAAct 







SA 




10 July 2013 




11 July 2013 





Classified Information Leaked to 



Case Title: 
Supervisor: 
Date Opened: 
Case Type: 



SAC 






11 Ju 


ly 2013 


Preliminary Investigation 



(b)(3) ClAAct 



II. Summary of Investigative Actions 
i . (V/fPme) On 10 July 201 3 j~ 



(b)(3) ClAAct 
-(b)(7)(d)- 



classified information. The Lotus Note references anl L 

(b)(3) ClAAct 



sent aXonis Note notifying this office of a possible teak of 



Jintelligence report [ 



2. (U//FBUOf On 1 1 July 20 13, at th e direction of SAC 



and ASAC 



SA 



met with | [who was unable to provide additional information.! 



(b)(3) 

(b)(3) ClAAct 

(b)(3) | 

ClAAct 



(b)(7)(d) 



does not work on any matter related to the information provided in thef ^report, nor is any of the (b)(3) (b)(7)(d)^Ct 



reported subject matter in[7j area of expertise, 
a highly placed US official leaking classified information to the 



the report was forwarded to the appropriate investigative authority. 

3 . m " 



IIL 



(b)(1) 

(b)(3) ClAAct 



distribution list for the report includes the Justice Department. 

Findings 

4. 



[stated [ZD was sim ply concerned by the implication of 

(Army and wanted to make sure ' '\P' 

(b)(3) | 

(b)(1) NatSecAct 
(b)(3) ClAAct 
(b)(3) NatSecAct 
(b)(7)(e) 



J found the identical report referenced in 



jLoius Note. The 



(b)(3) ClAAct 
(b)(7)(d) 



ffSj 



Further, the Justice Department, which would be the 



(b)(3) NatSecAct 

(b)(7)(d) | 

(b)(7)(e) appropriate investigative authority in this matter, was included on the report’s distribution list. Therefore, 
this matter is being closed. Should additional information be developed, INV may consider reopening the 
investigation. 



INV -201 
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TO^-J3ECRET/j 

Case Closing Memoraixjum 



(b)(1) 

(b)(3) NatSecAct 



IV. Review and Approval 



Case Closing Memo submitted by Investigator to 
Supervisor: 



(b)(3) ClAAct 




L__ 


'Sign / Date ) 



Case Closi ng Memo approved by Supervi sor: (b)(3) C 1 AAct 


l ^ 3 ” 2 ^' 1 


1 J 


(Sign/ Date) 



TOP-SECRET/ /[ 



/U \ / A \~ 
\ U )\ 1 / 



-(b)(3) NatSecAct 
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SECRE 



OFORN 



\_ 



Office of Inspector General 
Investigations Staff 

Case Closing Memorandum 



I. Administrative Data 






Case No.: 


|.(_b)(3) ClAAct 


Case Title: 


(U//F0tfe> Alleged Misuse of 

Agency Credential by Former (b)(7)(c) 

Officer 


Investigator: 


SA 


— (b)(3) ClAAct 


Supervisor: 


SAC (b)(3) ClAAct 


Date Received: 


18 March 2013 


Date Opened: 


18 March 2013 


Date Assigned: 


18 March 2013 


Case Type: 


Preliminary Investigation 



II. Summary of Investigative Actions 



(b)(3) ClAAct 



1. On 8 March 2013, the CIA Counterintelligence Center (CIC), 

(b)(3) C lAAct | notified the Office of Inspector General (OIG), via Lotus Note, that the US Department of 

Homeland Security, US Immigration and Customs Enforcement, Homeland Security Investigations (HSI), 
located in Indianapolis, Indiana, intercepted $185,070 in cash that was b eing se nt via FedEx from South 
Carolin a to California. 5 The recipient of the cash was 



(b)(7)(c) 



(b)(3) ClAAct 
(b)(7)(c) 



a former! 



officer. HSI is seeking to determine if the cash is con nected to an illegal activity. HSI reported 



for a 5 



that! I told HSI | was receiving the cash from 

HSI further reported th at, in an attempt to reclaim the cash that HSI confiscated J_ 
HSI scanned copies of 



]corripany. 

Jattomey sent 



(b)(3) 
ClAAct 
(b)(7)(c) 

(b)(7)(c) 
(b)(7)(c) 



Cl A Special Agent (SA) badge and credential, and a CIA Earnings 



(b)(7)(c) 
(b)(3) ClAAct 



(b)(3) 

ClAAct 

(b)(7)(c) 



(b)(3) ClAAct and Leave (E&L) statement. HSI reported that it considered this to be an administrative matter. 

CI Q la dvised OIG tha< ( w as a person of interest regarding the source of the cash and that 

CIC j was s eeking any background information on | t hat OIG could provide regarding a separate 

investigation of- 1 “ that OIG completed in 2012. 2 (b)(3) C lAAct 

(b)(7)(c) (b)(1) 

. ___ __ (b)(3) ClAAct 

(b)(3) NatSecAct 
(b)(7)(c) 



'■-* &[ > 

Evaluation boa 



as the subject of an OIG investigation I 



Evaluation Hoard (PEB) on 27 June 201 2. The PEB resulted in | 



Jjthat resulted in the convening of a Personnel 
Ibeing terminated from the CIA on 



(b)(3) ClAAct 



(b)(3) ClAAct 
(b)(7)(c) 

This document is controlled by the CIA/OIG and neither the document nor its contents should be 
disseminated without prior IG authorization. 
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SECRE 



OFORN 



Case Closing Memorandum 



(b)(3) ClAAct 
(b)(7)(c) 



(b)(3) ClAAct (b)(7)(c) 



(b)(3) ClAAct 
(b)(7)(c) 



(b)(3) ClAAct 
(b)(7)(c) 

(b)(3) ClAAct 
(b)(7)(c) 



(b)(7)(c) 

(b)(3) ClAAct 
(b^(7)(c) 

(b)(3) ClAAct 
(b)(7)(c) 

(b)(3) ClAAct 
(b)(7)(c) 

(b)(3) ClAAct 
(b)(7)(c) 



2. (U//AIUO)- O n 18 Mar ch 2013, OIG opened a preliminary investigation to determine the 
circumstances surrounding! [apparent possessio n an d possible misuse off^QCIA j ] SA badge 



cucuins unices surrounding | [apparent possession ana possible misui 

and credential. On 28 M arch 2013, OIG met with CIC j [ and provided an overview of OIG’s earlier 
investigation of. On 8 April 201 3, OIG seized) (original two CIA j I SA badges and one 

credential from the OS Badge Office and placed the items into evidence. 3 The Badge Office advised that 



surrendered the SA badges and credential to the Badge Office on 26 May 2011, On 2 May 2013, 
OIG obtained copies of the C IA Special Agent Shield Acceptance Form and the Special Agent Credential 
Acceptance Form that ] [ executed on 29 August 2007 when] [was issued the badges and credential, 

3. (U/MdUO) On 10 April 2013, OIG met with HSI in Indianapolis to discuss HSI’s 
investigation. HSI advised that it intercepted, and confiscated, the shipment of cash totaling $185,070 at 
the Indianapolis International Airport, where HSI operates a counterdrug operation, after a specially 
trained dog sniffed t he odor of narcotics on the package containing the cash, HSI was subsequently 
contacted by ) who identified ' as the shipper of the package. HSI advised | j that I 



would have to provide documentation regarding the source of the $185,070 because the method] 
used to ship the cash made i t appear that the cash had been illegally generated. Soon thereafter, an 



attorney, obtain ed by | [ to assist in retrieving the cash, contacted HSI and emailed scanned black and 
white copies of j [ CIA j ISA bad ge and credential, as well as three CIA E&L statements, to HSI 

was a former employee of the 
petitioned the relevant court 



for the purpose of substantiating] 
CIA. HSI advised! 



earlier assertion to HSI that 



that, in accordance with HSI policy, unless [ 



for ret urn of t he cash, the cash would be forfeited. HSI said it would not interview relevant individuals 
unless ! p etitioned the court. HSI provided OIG with a copy of its investigative file, which OIG 
received on 19 April 2013. 



4. (U//AIU0) On 7 May 2013, HSI advised OIG that s ubsequently filed a Seized Asset 
Claim Form requesting that the case be referred for federal court action. HSI advised that it will 
commence interviewing relevant individuals. HSI still considers the matter to be administrative and not a 
criminal proceeding. 



III. Findings 



5. (U//AJH0) 



(b)(3) ClAAct 

(b)(7)(c) (b)(7)(c) (b)(7)(c) 

j surrendered (two CIAj j | SA badges and one credential before being 

Zlmade 



terminated by the Agency. However, it appears that, before surrendering these items, 

(b)(3) ClAAct 



(b)(3) ClAAct 



(b)(7)(c) 

(b)(3) ClAAct 
(b)(7)(c) 



20 November 2012 for misuse of a govemmem-veiucie, voucher fraud, and accepting gifts from a contractor. 
Department of Justice declined prosecution ofl bn 18 March 201 1 . [Agent’s N ote: On 2 May 2013, 

~~]OS, advised OIG that] 



The 



PEB did not result in the revocation o f C learances and accesses because revocation could not be supported 

by the applicable Intelligence Community (IC) Policy Guidance. In addition,] Advised that Scatte red 



Castles, the IC database containing the clearance and access status o f individuals throughout the IC, reflects [ 

as being debriefed of clearance and accesses, but not that I was terminated from CIA. Furthermore, the 
database does not reflect an alert, referred to as “red flagged," that CIA should be contacted before any clearance 
and access actio n is u ndertaken by another IC agency.] 

3 (U//AW©), was issued two identical CIA, SA badges and one credential with the same identification 

number. One badge was affixed to the credential holder and the other badge was affixed to a belt holder. 









/ ivur ujuv 



(b)(7)(c) 



(b)(7)(c) 

(b)(3) 
ClAAct 

(b)(7)(c) 

AW 

(b)(3) 
ClAAct 
(b)i7)(c) c ) 

(b)(7)(c) 

(b)(3) 

- ClAAct 
(b)(7)(c) 

(b)(3) ClAAct 
(b)(7)(c) 



(b)(3) 
ClAAct 
(b)(7)(c) 

(b)(3) 
ClAAct 
(b)(7)(c) 

ClAAct 
(b)(3) ClAAct 
(b)(7)(c) j 

(b)(7)(c) 
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CON^DaiTlAL 

Office of Inspector General 
Investigations Staff 

Case Closing Memorandum 




I. Administrative Data 


(b)(3) ClAAct 




Case No.: 


Case Title: Counterfeiting of CIA Credentials 


Investigator: SA 


(D)(3) CIAACI , 

] supervisor SAC 


(b)(3) ClAAct 



Date Received: 31 May 2013 



Date Assigned: 3 June 2013 



Date Opened: 3 June 2013 
Case Type: Full Investigation 



II. Summary of Investigative Actions 

1. (U //PQU©) On 6 Februa ry 2013, the Naval Crimina l inv estigative Service (N CIS) 
received information that a civilian, 



DOB 



was in 



(b)(6) 



(b)(6) 



possession of multiple forms of false government credentials. In March 2013, NCIS obtained a 

search warrant through the Easter n District of Virginia (EDVA), US Attorney’s Office, and 

executed that warrant on the residence located at 



Pursuant to the search, NCIS seized two government badges, one NCIS Special Agent 
badge and one CIA Special Agent badge. 

(b)(3) ClAAct 



(b)(6) 



(b)(3) ClAAct 2. l& f On 31 May 2013, the Chief, Counterintellgence Center 

(CICj n otified the Office of Inspector General (OIG) of the NCIS activity pertaining to 

(b)(6) ] | OIG opened an investigation into the matter. OIG evaluated the authenticity of the CIA 

Special Agent badge seized by NCIS and, through coordination with the Office of Security and 
the Global Deployment Center (GDC), determined the CIA badge seized by NCIS was not 
authentic. In addition to evaluating the authenticity of the badge, OIG investigated any ties 
(b)(6) between and the CIA. 



HI. Findings 



(b)(6) 



1. ( U/ /POU O ) The OIG investigation determined that the CIA Special Agent badge 



possessed by| was not authentic but did represent a similar a ppearan ce to the official CIA 



OIG Special Agent badge. The investigation also determined that 
official ties to the CIA. 



did not have any 



(b)(6) 



INV-201 
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(b)(6) 



CON^K^ENTIAL 



Case Closing Memorandum 



(b)(6) 

2. (U// l"Ob'0 ir On 1 July 2013, Special Assista nt US Attorney (SAUSA) 



(b)(6) 



(b)(6) _____ EDVA, accepted this case for prosecution. On _Jtbe criminal information 

was filed citing two misdemeanor counts of violating 18 U.S.C § 701 (False Federal Badge). 
On 6 September 2013, pled guilty to two counts of possession of badges that were of a 
colorable imitation to those of the CIA Office of Inspector General and Naval Criminal 
In vestigative Service. Fie was subsequently sentenced to six months of probation, a $300.00 
Fine, 25 hours of community service and a $20.00 special assessment. 



3. (U// FOUO ) (U) An Agency Request or Notification Memorandum (ARNM) will be 
prepared for the D/OS for informational purposes. 

4. (U// F0140 ) Based upon the successful prosecution of the case by EDVA, GIG 
considers this matter closed. 



IV. Review and Approval 







CONFIDENTIAL- 
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OBGRCTZ/NOFOm*? 

Office of Inspector General 
Investigations Staff 

Case Closing Memorandum 



1. Administrative Data 



C ( b)(3) C lAAct 



(b)(3) ClAAct 



(b)(3) ClAAct 



(b)(7)(c) 



Case No.: 

investigator: ,SA 

Dale Received: 23 August 2013 

Date Assigned: 29 August 2013 

II. Summary of Investigative Actions 

(b)(3) ClAAct 



(b)(3) ClAAct ... 



Case Title: Use of Gov Sys to Order S Le.ro ids 

Supervisor: 

Date Opened: 23 August 2013 

Case Type: 



(b)(7)(c) 



Prel imina ry Invesliga tf/^w^ ^ 

' (b)(3) NatSecAct 
(b)(7)(c) 



Charge (AS AC) 
review ASACf 



1. (S// NT) On 23 A ugust 2013, Office of inspec tor General (GIG) Assistant Special Agent, in 



reviewed the 



jiogfiles for[ 



called Var 1.0 from 
AnVar 10 from 



[discovered that on 1.4 August 2013, IP address 2 



During his 



J ordered a product (b)(3) ClAAct 



(b)(7)(c) 



i On 15 August 2013, die same IP address ordered a product called 

Review of the IP address demonstrated its association wtthl ~ (b)(1) 

_____ ( b)(3) ClAAct 

(b)(3) NatSecAct 



2, (U/ /FODO) On 23 August 2013, the OIG initiated a preliminary investigation (PI) into the 
matter. During the course of the PI the reporting agent, reviewed the websites and the specific items 
ordered. The websites identify on the homepage of each that th e sites "are offering this very strong 
alternative to the highly toxic drug listed at the top of the page.” identifies Var 1 0 as 

associated with the drug oxanmone. A review of die ingredient label for An Var 10 demonstrated the 
ingredients as primarily arginine hydrochloride (HCL), multiple amino acids, and vitamin H-6. 

Ill, Findings 



(b)(7)(c) 



(b)(7)(c) 



(b)(3) ClAAct” 



3. (U / /rOUt> 1 The OIG Investigation determined that the products ordered by IP address 

were not schedule III controlled substances. Neither the products nor their ingredients are . . 



listed in 21 USC § 802(4 1 )(A) Definitions for steroid associated controlled substances. The investigation 
also notes that the sites identify that these substances are not “drugs" and are alternatives to actual 
steroids. This matter is considered closed by OIG. 

IV. Review and Approval 




This document is controlled by the CIA/OIG and neither the document nor its contents should be 
disseminated without prior I.G authorization. 
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Office of Inspector General 
Investigations Staff 



Case Closing Memorandum 



I. Administrative Data 

(b)(3) ClAAct 

Case No.: 
investigator: 

Date Received: 16 June 2010 

Date Assigned: 9 October 20 1 2 



SA 



Agency Personnel 



SAC 



(b)(3) ClAAct^ase Title: 

Supervisor 

Date Opened: 16 June 2010 

Case Type: 



(S/'/NF; Alleged War Crimes bv ) 



-(b)(3) NatSecAc 



(b)(3) ClAAct 



Fl 



(b)(1) 

(b)(3) NatSecAct 
(b)(7)(d) 



II. Summary of Investigative Actions 



(b)(1) 



1. tVNF ) Qn 14 June 2010, the Naval Crimina l Investigative Service (NCIS) notified (b)(3) NatSecAct 



(b)(1) 



the CIA of a 
war crime violations by Agency officers^ 
redacted, investigative report prepared by] 



referral NCIS received, which alleged 
i The referral i ncl uded a partial and 



(b)(3) NatSecAcL 

(b)(7)(d) June 2010. 



which alleged misconduct by an Agency officer. OIG initiated an investigation on 16 



(b)(1) 

(b)(3) 

NatSecAct 

(b)(7)(d) 
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Case Closing Memorandum 



(b)(1) 

(b)(3) ClAAct 
(b)(3) NatSecAct 
(b)(7)(c) 



4. (U//P0UO) On 24 June 2010, OIG referred this matter to the Department of Justice (DOJ) 
Human Rights and Special Prosecutions Section (HRSP). HRSP declined prosecution of this matter on 3 
August 2012, and OIG continued an administrative investigation to determine if Agency policies were 
violated regarding the alleged incidents. 



(b)(1) 

(b)(3) ClAAct 
(b)(3) NatSecAct 
(b)(7)(c) 



III. Findings 



~f S //NF 4The in vestigation by OIG did not uncover any evidence to substantiate the (b)(7) (d) 

allegations thal or any other Agency staff or contractor employee, violated the rules of 

engagement or otherwise unlawfully killed anyone during the assault operations examined during the 
course of this investigation. 



(b)(1) 

(b)(3) ClAAct 
(b)(3) NatSecAct- 
(b)(7)(c) 
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(b)(3) NatSecAct 




Case Closing Memorandum 

10. (U/ /FOUQ ) An Action Request or Notification Memorandum (ARNM) will be submitted to 
the Executive Director, and the Director of the National Clandestine Service with no response required. 
The matter is considered closed by OIG. 

IV. Review and Approval 



Case Closing Memo submitted by Investigator to 
Supervisor: 



(b)(3) ClAAct 



Case Closing Memo approved by Supervisor: 
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Investigations Staff 

Case Closing Memorandum 



I. Administrative Data 



Case No.: 
Investigator: 



(b)(3) ClAAct 

sa| 



(b)(3) ClAAct 



Case Title: 
Supervisor: 



— (b)(i) — 

(b)(3) ClAAct 
(b)(7)(c) 

Alleged Abuse of Detainee by 



ASAC 



'(b)(3) ClAAct 



Date Received: 1 6 October 20 1 3 



Date Assigned: 1 6 October 2013 



Date Opened: 22 October 2013 

Case Type: Preliminary Investigation 



II. Summary of Investigative Actions 



(b)(1) 



1. *Si¥NF)- On 15 October 20 13, the 



(b)(1) 

(b)(3) ClAAct 
(b)(3) NatSecAct 
'(b)(7)(c) 



(b)(3) NatSecAct? etainees 



n otified the Office of Inspector General (OIG) about an alleged physical abuse involving (b)(7)(d) 



(b)(1) 



(b)(1) 

(b)(3) ClAAct 
(b)(3) NatSecAct 
(b)(7)(c) 

(b)(7)(d) 



(b 



(3) NatSecAct 



(b)(1) 

(b)(3) ClAAct 
(b)(3) NatSecAcf 
(b)(7)(c) " 



JL f^//NF'). -On 22 October 20 1 3, OIG initiat ed an investigation into the matter. Ba sed on a requ/uw-t x 

OIG coordinated investigative efforts) ' '' ' 



the matter! 



ticative efforts] J ' « _ . 

|who was tasked (o condu c t a prelim inary inquiry NatSecAct 



(b)(1) 

(b)(3) ClAAct 
-(b)(3) NatSecAct- 
'(b)(7)(c) 
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Case Closing Me morgnaum 
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(b)(3) NatSecAct 
(b)(7)(c) 

(b)(7)(d) 
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(b)(7)(c) 
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(b)(3) NatSecAc t 



Case Closing Memorandum 






se^et 



NOF 



)Fp$K 



HI. Findings 

10, 4S#NF}rThe information obtained during the course of this investigati on did not substantiate any 
misconduct or p hysic al abuse by CIA officers. Duri ng an interview with OIgJ __ clarified, corrected, 
or recanted all of j prior admissions related to| [knowledge of physical abuse of detainees. I 



(b)(1) 

(b)(3) ClAAct 
(b)(3) NatSecAct 
(b)(7)(c) 

Mzm 



(b)(1) 

(b)(3) ClAAct] 
(b)(3) NatSecAct 
'(b)(7)(c) 

(b)(7)(d) 



(b)(7)(c) 

(b)(7)(d) 



(b)(1) 

(b)(3) ClAAct 
(b)(3) NatSecAct 
-(b)(7)(c)- 



1 2. (U//AftJ0) An Action Request or Notification Memorandum (ARNM) will be forwarded to the 
Director of National Clandestine Service and to the Director of the Counterterrorism Center for 
informational purposes. 

13. (U//FOU0) This matter is considered closed by OIG. 

IV. Review and Approval 



Case Closing Memo submitted by Investigator to 
Supervisor: 



Case Closing Memo approved by Supervisor: 



(b)(3) ClAAct 

^ (Sign nJaieY 



(b)(3) ClAAct 








fc/uie/ 






S^efRETy 



NOFj 
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SECRETl/tffOFORN 



(b)(3) ClAAct. 

DIR/OIG-j 
25 'April 2014 



MEMORANDUM FOR: 



FROM: 



Director of the National Clandestine Service 
Chief Information Officer 
Director of- Security 



P 



(b)(3) ClAAct 



stant Inspector General for Investigations 



(b)(1) 



SUBJECT: 



“fS / / N F ) Alleged Abuse and Misc onduct by CIA 
Office r Involving Domestic Help' 



(b)(3) ClAAct 



(b)(7)(d)— 1 . ( Ibb/wn O n 25 M arch 2013, 



I! 



(b)(7)(d) 



notified the Office of 



Inspector General (OIG) that Agency staff emploveel 

(b)(3) NatSecAct — 

(b)(7)(c) officer may be m istreatin g 



domestic help 



(b)(1) 
(b)(3) 
NatSecAc 



(b)(1) 

(b)(3) ClAAct 
(b)(3) 
NatSecAct 



by not paying adequate 



('Id)M ) wages, forcing long work hour s, and mak ing threats to have 

PL'., . ,fan\ily__metnbers, who reside ini 1 killed.. Additionally.. 

(b)(3) NatSecActthe I 1 alleged that | | spouse, | | 

abused illegal drugs and also abused their children . That 
investigation is now complete, and this matter is being referred 
(b)(3) ClAAct to YOU information only. 

(b)(3) NatSecAct 
(b)(7)(c) 



NatSecAct/_v 

A'-') 



child a buse 



2 . (Q// NF1 The OIG investigated this allegation of. 



(b)(1) 

(b)(3) ClAAct 
(b)(3) I 
NatSecAct 



Also, 



the Office of Medical Services (OMS) contributed to the 
investigation with interviews and medical support, and family 
assessments. 



3. (SZ/NP h T 



(b)(1) 

(b)(3) ClAAct 
(b)(3) NatSecAct 
(b)(7)(c) 



(b)(3) 
ClAAct 
(b)(3) 
NatSecAct 
(b)(7)(c) 
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SECE 



NQFORN 



SUBJECT: ~ t S/VtlP) -- Alleged Abuse an d Misconduct bv CIA Of ficer 

Involving Domestic Help j 



(b)(1) 

(b)(3) ClAAct ; 
(b)(3) NatSecAct 



(b)(1) 

(b)(3) ClAAct 
(b)(3) NatSecAct 
(b)(7)(c) 

(b)(1) 

(b)(3) ClAAct . , 

v MatQorAr't I In absence of additional leads or information, the 

i\icuoeottoi alle , child abuse investigation is closed. 

(b)(7)(c) 



(b)(1) 



the 

a de quate wa^ 



(b)(7)(c) 

4. Separately, there was an allegation by 



WM 



7 



was mistreating 



by not paying 



(b)(3) NatSecActhave fami ly membe rs, who reside in 
joint OIG T 1 interview of 



rcing long work. ho^xSL»_a.nd making threats to 



.killed. During a 
admitted paying 



the $470 per month instead of the required $1,000 per terms of 
(b)O the contract; however, [ 1 de nied th at I ~\ made threats to 

(b)(3) ClAAct the | I family or that. 

(b)(3) NatSecAct Separ atelv, a j oint OIG " 



(b)(7)(c) 



(b)(1) 



1 used illegal drugs, 
interview was conducted of 



and | [ admitted p aying only $4 00 per month to the 

admitted that | [uses mari ju ana 



[ | Additionally, 

and that some marijuana was present in | "" [ home but that 



had no knowledge of th e illegal drug use by 

recently informed [ that T 2 used marijuana, 



until 



3 



On 27 

September 2013, the Department of Justice declined prosecution 
pertaining to the alleged human trafficking allegations. 



(b)(3) NatSecAct 



(b)(7)(c) 



5. (U/ /FOIK) ) This Office considers the matter closed 
and plans to take no further action. This information is 
provided to you for informational purposes. No resp onse is 
required. The OIG p oint of contact is Special Agent 

_J. This information is also being provided to 
the Director of Office of Medical Services for informational 
purposes. 

6. (U//- FOU Q) This Memorandum contains information 
protected by the Privacy Act. You should consult with the 
Office of General Counsel prior to further dissemination to 
ensure compliance with the Privacy Act. 



(b)(7)(c) 

(b)(1) 
(b)(3) 
ClAAct 
(b)(3) 
(tNatSecAct 
(t(b)(7)(c) 
NatSecAct 
(b)(1) 

(b)(3) 
NatSecAct 



(b)(1) 
(b)(3) 
ClAAct 
(b)(3) 
NatSecAct 
(b)(7)(c) 



(b)(3) 

ClAAct 



cc: D/OMS 



Signed by 

EZZZ_ 



(b)(3) ClAAct 



2 
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SEC 






NOFORN 



SUBJECT: f9//NF) Alleged Abuse and Misconduct by CIA Officer 

Involving Domestic Help 



(b)(1) 

(b)(3) ClAAct 
(b)(3) NatSecAct 



(b)(3) ClAAct 



Distribution: 

Orig - DNCS 
1 - CTO 
1 - D/OS 
1 - D/OMS 
1 - AIG/INV 
1 - CIO/FO/Review 
1 - NCS Secretariat 
1 - EA/D/OS 
1 - DIR-OIG-INV-SAs 
1 - DAIG/INV 
1 - DIR/OIG/INV 
1 - DIR/OIG/INV 



(08 April 14) 
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CON F I DEN TIAT7 'NO FORN 



DIR/OIG- 
25 April 201 4 



-(b)(3) ClAAct 



MEMORANDUM FOR: 
FROM: 

SUBJECT: 



Director of Security 

(b)(3) ClAAct ■ 



Assistant Inspector General for Investigations 
-tGAAtffT Allegation of Mi sconduct by Polygraph 



Examiner | (b)(3) ClAAct J 



1. (c//Wr ) On 21 October 2013, the OIG commenced an 
investigation relating to an allegation of misconduct by 
polygraph examiner. That investigation is now complete, 
(b)(3) ClAAct this matter is being referred to you for information only. 

(b)(3) NatSecAct 9 f c / /NF - y Th e OIG's inves tigation determined that 



(b)(1) 



a 

and 



(b)(1) 

(b)(3) ClAAct 
(b)(3) NatSecAct 
(b)(7)(c) 



(b)(3) ClAAct 



(b)(7)(c) 



(b)(1) 

(b)(3) ClAAct 



2 . 

polygraph examiner | 
techniques that- viora1fea~ [ 
guidelines 
an effort to 
supervisors . 
were aware o 




m 

j re peatedly used 
J* s policies and 



adm itted to using i mproper techniques i n 

performance with j __ 

claimed that two of j [ supervisors 



(b)(7)(c) 



and approved of these techniques; however, there 
was no evidence to substantiate supervisor approval of the 



,, , e a unauthorized techniques. 

(b)(3) NatSecAct 

(b)(7)(c) 3. (U/-F0UQ-) This matter was referred to the Department of 

Justice (DOJ) for criminal prosecution. DOJ declined criminal 
prosecution in lieu of administrative action by the Agency. This 
Office considers the matter closed and plans to take n<? further 
action. This information is provided to you for informational 
purposes. No response is required. The OIG point of contact is 
Special Agent 



(b)(3) 

ClAAct 

(b)(7)(c) 



(b)(3) ClAAct 



4. (U) This Memorandum may contain information protected 

by the Privacy Act. You should consult with the Office of 
General Counsel prior to further dissemination to ensure 
compliance with the Privacy Act. -> 
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(C//NE 9- All egation of M isconduct by Polygraph 
Examiner | -(b)(3) ClAAcJ 



Signed bv| 

^ (b)(3) ClAAct' 



/ 
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/ /NOFORN 



Approved for Release: 201 5/05/05 C06299688 



CO 62 99 688 



Approved for Release: 2015/05/05 C06299688' 



CONFIDENTI£L//tfOFORN 



SUBJECT: 



4 C//HD - 

Examiner 



Allegation of Mi sconduct by Polygraph 

(b)(3) ClAActJ 



(b)(3) ClAAct 



(17 April 14) 



Distribution: 

Orig - D/OS 
1 * AIG/INV 

1 - DS/OS FO Special Assistants 
1 - DAIG/INV 

1 - Counsel to the Inspector General 
1 - DIR-OIG-RA INV Review 
1 - DIR-OIG-INV-SAs 
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Office of Inspector General 
Investigations Staff 

Case Closing Memorandum 



Office of Inspector General (OIG) Administrative Data 

(b)(3) CiAAct 



Case No.: 

(b)(3) CiAAct 

Date Received: 
Date Assigned: 



SA 



21 October 2013 



5 November 2013 



Alleged Misconduct by Polygraph 
Examiner 



SAC 



(b)(3) CiAAct 



Case Title: 

Supervisor: 

Date Opened: 21 October 2013 

Case Type: Preliminary Investigation 



XL Summary of Investigative Actions 



l. -f€>On 21 October 2013, the Office of Security’s Personnel Security Group , (b)(3) CiA Act 
notified the Office of In spector General (OIG) o f alleged misco nduct by polygraph examiner 

| (b)(3) Cl AActaJIeged thatP [tad devi ated from acceptable (h)(1) 

hif L — J ’ ' 1* ~ c 1 _ .1 v 



(b)(1) [ 

(b)(3) ClAActV — 

(b)(3) NatSecActjygraph procedures, which resulted in a breach of professional responsibility. 

(b)(7 )(c) discovered the allegations after an applicant challenged a statement fro m a polygraph report, which 

disqualified t he appli cant from CIA employment. Upon notification by [ 

(b)(3) Ci AAc t)) (3) C lAAr.t— ^initiated a review of th e applicant’s po lygraph examination conducted by| 



< b )(3) (b)(3) CiAAct 



JThe internal! 

(b)(3) CiAAct As P?C 



(b)(3) CiAAct*: 1 ?)^) a . 
-„Hhvi NatSecAct 



view determined that 



protocol, the] [initiated a quality control review of [ 



final rep ort on the ap plicant wasi n accurat e. ( b ) (7 )( c) 



cases 



r ! 



(b)(1) 



(b)(3) CiAAct 



!nnui t _____ Based upon these conclusions, the matter was referr ed to OIG by the Office of 

(b)(3) N at SecAct Curity 211(1 a ^ eTBOnne ^ Evaluation Board (PEB) was convened fo^ | 

(b)(7)(c) 



(b)(1) 



2. 4€V Qn 2 1 Octobe r 201 3, OIG initi ated a preliminary investigation on the matter. 



provided OIG investigators with sever al briefings, w hich 



provided a basic comprehension ofthe technical aspects related to polygraph exa ms. 



also 



polygraph exams, 



(b)(3) CiAAct provided OIG with a summary of internal reviews conducted on 

(b)(3) NatRppAp f jne buttal to the PEB allegations, PEB briefing notes, and a review of the| (b)(3) CiAAct 

(b)(7)(c) I— (b)(3) CiAAct 85 rc,ated to the ^Itegations). 



(b)(3) CiAAct 
(b)(7)(c) 



3. f€f Sen ior Polygraph Examiner 



were interviewed during this investigation 



jthat they had approved ] l improper use of polygraph techniques. 

(b)(7)(c) 



lenied claims by 



(b)(3) CiAAct 
(b)(7)(c) 



(b)(1) 

(b)(3) CiAAct 

/ h 7 1 ^ ^ 6 C ^ C ‘ document is controlled by the CIA/OIG and neither the document nor its contents should be 
(b)( / )(c) disseminated without prior IG authorization. 
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(b)(1) 

(b)(3) CiAAct 
(b)(3) 
NatSecAct 
(b)(7)(c) 

CiAAct 

(b)(7)(c) 

(b)(3) 

CiAAct 

(b)(7)(c) 

(b)(3) 

CiAAct 

(b)(7)(c) 



(b)(3) NatSecAct 



CONFIDENT IAIj - 
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(b)(1) Case Closing Memorandum 

(b)(3) ClAAct 

(b)(3) NatSecAct 4. 444 On 30 October 201 3, a Pereonnel Evaluation Board fPEB ) convene d in relation to the 



(b)(7)(c) 



presented" (b)(3) ClAAct fl 



allegations against] 

The PEB recommended termination of employment and revocation of clearances for 
PEB was conducted independently and separate from the OIG investigation. 



to the board. 
The 



III. Findings 

5. (U//F O UO) On 1 8 February 2014, OIG referred this matter to the Department of Justice 
(DOJ), Eastern District of Virginia, US Attorney’s Office (AUSA[ TCCca l DOJ declined 
prosecution in lieu of administrative action by the Agency. 



-(b)(6)- 



6. -(G)On 28 February 2014, OIG conducted an interview with! 

| Admitted to re peatedly using techniques that violated | (b) (3) C lAAct jpolicies and guidelines? 



said |use of thes e tech niqu es contributed t q [ high closure rate, 



(b)(1) 

(b)(3) ClAAct | 

k upervisorsViewed as a positive] said I [wa nted to receive positive feedback 

( b )( 7 )(c) (7 )(c) f r0 m(~~ ' 

polygraph examiners, 
to the PEB allegations. 



(b)(1) 



Supervisors and believed th at these techniques allowed to stand out from the rest of the 

reiterated many of the statements made in f rebuttal memorandum 

(b)(7)(c) (b)(7)(c) (b)(7)(c) 



(b)(3) ClAAct 

(b)(3) NatSecAct ^ (U/ /AIUO) An Action Request or Notification Memorandum (ARNM) will be forwarded to 
/ . ()— 7 ( / . uic Director of Security. 

(b)(7)(c) 

IV. Review and Approval 



(b)(1) 

(b)(3) ClAAct 
(b)(3) 
NatSecAct 
(b)(7)(c) 



(b)(1) 

(b)(3) ClAAct 
(b)(3) 
NatSecAct 
(b)(7)(c) 

(b)(1) 

(b)(3) ClAAct 
(b)(3) 
NatSecAct 
(b)(7)(c) 



Case Closing Memo submitted by Investigator to 
Supervisor: 



Case Closing Memo approved by Supervisor: 
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Office of Inspector General 
Investigations Staff 



Memorandum of Investigative Activity (MOIA) 



Case No.: 



Investigator 
Date of Activity: 



_(b)(3) CiAAct. 

(b)(3) C lAAct 

11 April 20 14 



Location: 



(b)(3) CiAAct. 



MOIA prepared by: (b)(3) CiAAct 



Case Title: Alleged Misconduct by 

Polygraph Examiner 

Activity: Source Review 

Date Prepared: 11 April 2014 



1. On this date, I completed a source review of the case closing memo for OIG Case 

(b) (3) CiAAct | 




(b)(3) ClAA cfrestigator 



(b)(3) CiAAct 



n / / 
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Case Closing Memorandum 



5M 



I. Administrative Data 



Case No,: 
Investigator: 
Date Received: 



(b)(3) CIAAct| 



[(b)(3) ClAAct 

09/26/2011 



Case Title: 

Supervisor: (b)(3) ClAAct 

Date Opened: 09/26/201 1 



(U) Former Agency Officer Alleges 
Retaliation 



Date Assigned: 09/26/2011 



Case Type: FI 



II. Summary of Investigative Actions 



(b)(1) 

(b)(3) ClAAct 



served from[ 



I. Qn 



(b)(3) ClAAct 
(b)(6) 



-(b)(3) ClAAct 

(b)(6) 

(b)(7)(c) 



a former Agency Staff officer(b)(1 ) 

(b)(3) ClAAct 

f bif3) NatSecAcf prisals a 8 a * nst ^ or complaints he m ade to the Office of Insp ector General (OIG) regarding (b)(3) NatSecAct 
»nancial corruption and other misconduct ) Fromj [served a/^wg'j 

(k)(b) I /h\n\ riAA^t 1 According to|^^y^ a ^ 



(b)(7)(c) " | alleged that the Agency took 



(b)(7)(c) 



mancial corruption and other misconduct 

(b)(3) ClAAct 

(b)(S) l e tt e t> the retaliation against him included: an Agency claim that he owes th«] 



(b)(7)(c) 



[for salary overpayments he received during his service as a mobilized j (b)(7)(c) 



Govemmenl 

Reserve u imbrmed Services Emp loyment and Reemployment Rights Act (USERRA) violation 

that occurred improperly forced him to 

Tike annual leave to perform his military service in Iraq; deliberate violations in 2010 of his rights under 



(b)(1) 

(b)(3) ClAAct 

(b)(3) NatSecActj e p r j vaC y Act; and, after his resignation from the Agency 



(b)(6) 



(b)(6) 
(b)(7)(c) 



the Agency’s delay in (b)(6) (b)(7)(c) 



(b)(6) 
(b)(7)(c) 



transferring his security clearances to his current employer, refusal to complete a timely review of his (b)(7)(c) 
wife’s resume, and failure to trans fer accur ate information regarding his life, health, vision, and dental 

also explained in his [(b)(6) 

(b)(7)(c) 



_ insurance to his current employer., — v — 

(b)(3) ClAAct t h e United States District Court, District of Columbia,] 



I letter that he had filed in 



administrative claim against the Agency.) 

' deliberate violations of his rights under the Privacy Act. 



Jcomplaint alleged the Agency committed 



(b)(6) 

(b)(7)(c) 



2. (S/^ fF) In September 2011, OIG initiated investigations to determine whether 



new claims in his [ [letter constituted acts of reprisal for his protected communications to 

OIG and whether he was the victim of a USERRA violation. 1 1 ]protected communications began 



(b)(6)- 



1 (U// AIUQ) OIG investigated separately the possible USERRA viola tion an d whether an Agency claim /hV7 Vc) 

for salary overpayments ! [ received while serving as a mobilized [Reserve officer was tied lo the 

USERRA violation. The results of the investigation are reported in case~ (b)(3) CIAAct_ 

(b)(6) 

(b)(7)(c) 
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(b)(3) 

ClAAct 

(b)(6) 

(b)i(b)(7)(c>ct 

(b)(6) 

(b)(7)(c) 

(b)(3) 

ClAAct 

(b)(6) 

(b)(7)(c) 



(b)(3) ClAAct 
(b)(6) 

(b)(7)(c) (U) This document is controlled by the CIA/OIG and neither the document nor its contents should be 

disseminated without prior IG authorization. 



(b)(3) NatSecAct 
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(b)(6)-, 



(b)(3) ClAAct 
(b)(3) NatSecAct 

-(b)(6) 

(b)(7)(c) 



in 1 /hy7 re ^ ate< * Primarily to claims that | A 1 bad 

harassed \.uit olid engaged in financial and other wrongdoing inf TOIG considered 

these issues of possible wrongdoing in other cas es . 2 [ inhisl (b)(3) ClAAct again accused 

(b)(3) ClAAct jof retaliatory acts against him,! (b)(6)- 1 Consequently. QIG 

(b)(6) considered whetherf (might have suffered retaliation from] 

(b)(7)(c) 1 (DK/KC)- 



(b)(3) ClAAct 

(b)(6) 

(b)(7)(c) 



(b)(3) ClAAct (b)(3) ClAAct 

3. QIG obtained and examined (b)(6) je-mail mes sage s a nd the [ 

(b)(3) ClAAct 1(b)(3) ClAAct [messages of his supemsors and (b)(7)( C )(b)(3) ClAAct T during 

(b)(6) J ' 

(b)(7)(c) 

(b)(3) ClAAct 
(b)(6) 

(b)(7)(c) 



the periodf ^^g^ q |AAct reviewed | Performance Appraisal Reports, securi ty fi le, and ,, w . , 

Official Personnel bolder. OIG obtained an d reviewed [~ (b)(7)(e) Visage)" 2 ') ' i 

and debt calculations (b)(3) ClAAct j In addition, OIG obtained and reviewed (b)(3) ClAAct | 

1 ]time and at tendance records from the periods when he was performing his militaiy service, (b)(3) NatSecAct 

OIG interviewed [ /l. w j \ 1 OIG also consulted wil(b)(6) 

a legal expert on whistleblower reprisals. /i^Co \ maam (b)(7)(c) 



(b)(3) ClAAct 
(b)(6) 

(b)(7)(c) 

(b)(6) 
(b)(7)(c) 
(b)(3) ClAAct 
(b)(6) 
(b)(7)(c) 

(b)(3) ClAAct 

(b)(6) 

(b)(7)(c) 

(b)(3) ClAAct 

(b)(6) 

(b)(7)(c) 



(b)(3) ClAAct 
(b)(3) NatSecAct 
in. Findings (b)(6) 

(b)(7)(c) 

4. (U//A ftf6) OIG did not substantiate! | allegations of rep risals . 

Regarding/ HUSERRA claim, which OIG considered separately) (b)(3) ClAAct ]OIG did 

not determine that Agency officers committed USERRA violations againstl land found no 

evidence that an Agency claim for in salary overpayments [ (received during his 

service as a mobilize^ j Reserve officer was connected to the alleged USERRA violation or 

inappropriately calculated. The lack of substantiation for matters (b)(3) ClAActJrenders of no 

practical significance | [retaliation claims related to USERRA and Agency debt repayment 

settled hisf [claim against the Age ncy, and so OIG did not, as part 

reprisals. Regarding 



demands. In July 2012, 



(b)(3) ClAAct 
(b)(6) 
(b)(7)(c) 



(b)(6) 

(b)(7)(c) 



of this matter, consider whethe r Privacy Act violations occurred against) 



other, new allegations I 



included in his 



letter, OIG did not find that reviewable 



personnel actions, as defined in Agency guidance or guidance found in Presidential Policy 
Directive/PPD-19, were present to warrant a complete investigation. Specifically, OIG foun d that th e 
non-transfer of accurate information regarding life, health, vision, and dental insurance to | (b)(3) ClAAct 

r — : (b)(3) ClAAct . 

OIG considered ^ ^ | previous complaints in the follov ^— ' q , (D)(3) O I AAct 

r-. AAMl -(b)(7)(c) (b)(6) 

Idealt with[ (b)(6) jcl aims of h arassment by [ (b)(6) I 

(b)(3) ClAAd ____ (b)(7)(c) __ _ (b)(7)(c) [ZIIM filed a fom/ b w 7 )/ c \f 

(b)(6) Eaual EmDlovment ODDortunitv fOEEOI harassment claim, QIG deferred to OEEO on the matlti / Vue 

(b)(7)(c) 



(b)(3) ClAAct 
(b)(6) 
(b)(7)(c) 



Equal Employment Opportunity (OEEO) harassment claim, Old deferred to OEEO on the matte 
OEEO inquiry rendered a false finding, meaning that harassment did not occur. 

(b)(6) 



(b)(3) C I AAct J Th» case* i \- f e,ated t0 multi P ,e allegations that! 

a 14-page amended submissio n to Ol<(b)(7 )(C)gations related to issues of harassment, di: 



jnadi 



false reports/statements by [ 



e in 

discrimination, and 
also 



(b)(3) ClAAcbed that! jwas involved in financial improprieties and other misconduct. OIG handled the case 

(bV6^ as a S^evance, and the case closure,! _(b)(6) reported that: 

)hV7 V All elements of Complainant’s su l JI (b)(7)(c) B f° und t0 have ^ een P rev *°usly addressed by other 

(b)( ' means, and no grievance was appropriate. une additional concern submitted during an interview was 

checked and found to be unfounded. The case was completed with that action. 



3 f C/ftlF) The Assistant Inspector General for Investigations determined! (b)(3) 
will focus only on the alleged reprisals! 7iv9J_ 



]that this investigation 
[and the Agency 



(b)(3) 
ClAAct 
(b)(6) 
(b) ( (b)(7)(c) 

(b)(3) ClAAct 
(b)(3) 
NatSecAct 
(b)(6) 
(b)(7)(c) 



cannot implement relative to him OIG recommendations suggesting disciplinary or ameliorative measures. 



(b)(3) ClAAct 
(b)(6) 

(b)(7)(c) SECRET/ZNOrORN - 
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current employer and the Agency’s delay of four months to transfer his security clearances to his current 
employer did not involve, as required in guidance: 



A decision concerning pay, benefits, or awards, or concerning education or training if the 
education or training may reasonably be expected to lead to an appointment, promotion, 

(b)(3) ClAAct performance evaluation, or other action . . . [bold and italics added]. 

(b)(6) 

(b)(7)(c) Relative to 1 [claim that the Agency retaliated against him by refusing to complete a timely review 

of his wife’s resume, OTG also determined that the claim is not a reviewable personnel action, as the 
action allegedly occurred against ) jwife, not against him. 

[will be informed of the results of this 

(b)(3) ClAAct 5 matler is olosed - 



(b)(3) ClAAct 5 ;. (U/ ff?Ln, r ■ ,■ ->• 

; , ; ; _ : investigation and of related OIG investigation 

(b)(6) 

(b)(7)(c) 



(b)(3) ClAAct 

(b)(6) 

(b)(7)(c) 



IV. Review and Approval 



Case Closing Memo submitted by Investigator to 
Supervisor: 



(b)(3) ClAAct 



Case Closing Memo approved by Supervisor: j (b)(3) ClAAct r/W/ ? 

(Sign /Date) 



I 

I 

I 



SECp5?W76F 



OFORN 
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1. Administrative Data 



(b)(3) ClAAct 



Case No.: 

1(b)(3) ClAAct 



investigator: 
Date Received: 
Date Assigned: 



SA 



17 October 2012 



19 October 20 12 



Unauthorized Disclosure of 
Classified 



SAC (b)(3) C lAAct 



Case Title: 

Supervisor: 

Date Opened: 19 October 2012 

Case Type: Full Investigation 



11. Summary of Investigative Actions 

1. TS//HF)- On 17 October 2012, the Offic e of Inspector General (OIG) re ceived notification 

from the Office of Security (OS) that ) (b)(6) had found classified 

The classified 



material on personal hard drive seized from 1 
data was(fc>)(6)by! examiners during trtert'ari 



c \:e of a former Agency contractor 
ysis of the hard drive as part of an unrelated 



> nv estig£/u.\/ 7 \/f>\hild pornography. The subject was identified as 

(b)(3) ClAAct ^ (b)( 7 )(c)— ^ ) — 



J a contractor 

was terminated and his clearances 



(b)(6) 

(b)(7)(c) 



(b)(6) 

1(b)(7)(c) 

(b)(6) 

(b)(7)(c) 



(b)(6) 

(b)(7)(c) 



revoked j" 
children. 



[for misusing government systems related to the sexual exploitation of 



(b)(3) 
ClAAct 
(b)(6) 
(b)(7)(c 



(b)(6) 

(b)(7)(c) 

2. -4 S//NF) The OIG obtained a copy of the data from OS and reviewed it to confirm the 

classification. The OIG confirmed that documents labeled ‘Top Secret” were present and contacted the 
Federal Bureau of Investigation (FBI) to obtain a search warra nt to review t he compu ter equipment injhe 
custo dy [ J The OIG seized the equipment } i 

The OIG referred the findings to the FBI and to the Counterintelligence Center 
(CIC), and supported their investigative efforts. The FBI and CIC stopped providing updates l (b)(1 ) ^ 

jand have not requested assistance from the OIG since that date. (b)(3) ClAAct 

(b)(3) NatSecAct 

■ (b)(6) (b)(7)(c) 

3. ( S //NF) On| (b)(7)(c) j the OIG notified the Department of Justice of the t(fc>)(7)(e) 

classified material. On \ ] the OIG formally referred the matter to the FBI. On[ J 

the OIG executed_a search warrant for possession of child pomography to seize the^ (b)(6) 

co mputer equipme nt belongi ng to[ (that was in the p ossession ofthej J C ^ e (b)(7)(c) 



III. Findings 



(b)(3) ClAAct 
1(b)(6) 

:b)(7)(c) ( 



4. 



9 1 % 



(b)(1) 

(b)(3) ClAAetr 
(b)(3) NatSecAct 

-(b)(7)(c) 

(b)(7)(e) 
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(b)(3) ClAAct 

(b)(6) 

(b)(7)(c) 

(b)(3) ClAAct 

(b)(6) 

(b)(7)(c) 



I | personal laptop contained files with personal data including social security number s, dates 

of birth , and clearances on[ (b)(3) ClAAct lAgencv-a ffiliated individuals. \ (b)(1) 

(b)(3) ClAAct 

L_ (b)(3) NatSecAc 

(b)(7)(c) 



Numerous technical documents related to Agency systems were found on 



5. (S//NF) Based on the r esults of the initial review, OIG referred the matter to the 
Counterintelligence Center’s; (b)(3) ClAAct 



and the FBI began a joint counterintelligence investigation into 



[activitiesj 



laptop. 

he 

TheCICf 



(b)(3) 

ClAAct 

(b)(6) 

(b)(7)(c) 



(b)(3) ClAAct 
(b)(6) 

M 7 )(c) 



6. (5//NF) Onj (b)(7)(c) the OIG turned over ail of the evidence gathered to th? t 

their request.] '(b)(1) , 

(b)(1) (b)(3) ClAAct 

7. tWNP) Th(b)i71(cUned approximiy^NaKe^cLn^^ presem ® tS6CACt 

personal systems, which were confirmed by a subject matter expert | (b)(3) C lAAct J 

(b)(3) ClAAct r A dditionally, more than [images allegedly containing child (b)(3) ClAAct 

co mputers. (b)(7)(c) (b)(6) 

(b)(7)(c) 



pornography were identified on 

(b)(1) 

(b)(3) ClAAct 
(b)(3) NatSecAct 
(b)(6) 

(b)(7)(c) 

(b)(7)(e) 



(b)(3) ClAAct 
(b)(6) 
-(b)(7)(c) 



9. (3//Nr) On 



pleaded guilty 



of possession of child pornography. | was sentenced 
1(b)(3) ClAAc t [ and registration as a sex offender. 



(b)(6) 

(b)(7)(c) 



10. On 



(b)(6). 



(b)(3) ClAAct 

.(b)(6) 

(b)(7)(c) 



counts 



(b)(7 )fc)^ e General Counsel notified the OI G that the FBI had 

executed a search warrant oni iresidence and obtained aii 8G.B flash drive 



| The OGC advised that the FBI would be completing the 

forensic analysis of the flash drive and closing the case, pending the receipt of additional information. 

1 1. The FBI has assumed the investigation as the primary investigative agency and the 

OIG has not received any requests for additional support since March 2013. As a result of no further OIG 
investigative activity occurring and the FBI jurisdiction over the case, the OIG is closing this 
investigation. Should additional information be developed, the OIG may consider reopening the matter 



(b)(3) 

ClAAct 

(b)(6) 

(b)(7)(c) 
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IV. Review and Approval 



Case Closing Memo submitted by Investigator to 
Supervisor: 



Case Closing Memo approved by Supervisor: 



(b)(3) ClAAct 



(Sign /Date) 



6 A u y Zen 3 



(b)(3) ClAAct 
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Central Intelligence Agency 




Washington, D.C. 2Q505 



6 August 2015 



Jason Leopold 




Reference: F-2015-00039 / 14-cv-19879 
Dear Mr. Leopold: 

This letter is the fourth and final response to your 3 October 2014 Freedom of Information Act 
(FOIA) request for disclosure of the following UNCLASSIFIED 1 reports from the Central Intelligence 
Agency Office of Inspector General: 

1 . Former Agency Officer Alleges Retaliation for Protected Disclosures - ISSUE DATE MARCH 
2013 

2. Alleged Violation of CIA-Unique Post Employment Restrictions - ISSUE DATE FEBRUARY 
2013 

3. Misuse of Government Systems for Database Searches - ISSUE DATE FEBRUARY 20 1 3 

4. Agency Contractor Alleged Reprisal for Whistleblowing - ISSUE DATE FEBRUARY 2013 

5. Review of [redacted] Allegations from DOD - ISSUE DATE MAY 2013 

6. Alleged Retribution Against Alleged Whistleblower — IS SUE DATE JUNE 2013 

7. Alleged Classified Information Leaked to Foreign Army Officials - ISSUE DATE JULY 2013 

8. Misuse of Agency Credential by Former (b3) Staff Officer - ISSUE DATE AUGUST 2013 

9. Unauthorized Disclosure of Classified Information - ISSUE DATE AUGUST 2013 

1 0. Request for Whistleblower Protection by Former Interrogator - ISSUE DATE AUGUST 2013 

11. Counterfeiting of CIA Credentials - ISSUE DATE SEPTEMBER 2013 



1 Please note that these reports are not in fact UNCLASSIFIED. 



12. Ethics Violations Involving Film Producers - ISSUE DATE SEPTEMBER 2013 

13. Alleged Use of Government Systems to Order Steroids - ISSUE DATE OCTOBER 2013 

14. Alleged War Crimes by Agency Personnel Overseas - ISSUE DATE NOVEMBER 2013 

15. Alleged Abuse of Detainees Overseas - ISSUE DATE JANUARY 2014 

16. Disclosure of Classified Information by Former D/CIA - ISSUE DATE MARCH 2014 

17. Alleged Abuse and Misconduct Overseas - ISSUE DATE MARCH 2014 

18. Alleged Misattribution of Detainee Intelligence - ISSUE DATE APRIL 2014 

19. Alleged Misconduct by Polygrapher - ISSUE DATE MARCH 2014 

20. Theft of USG Property: E Bay sale of NVGs - ISSUE DATE MAY 2014 

21. Allegation of Misconduct by Polygrapher - ISSUE DATE MAY 2014 



We completed a thorough search for records responsive to your request and although our prior 
responses stated that we located twenty-three (23) responsive documents, further review of one of those 
documents indicates that the document is not one of the IG reports listed in the FOIA request and is, 
therefore, not responsive. Thus far, we have produced nineteen (19) documents in segregable form and 
denied two (2) in their entirety. At this time, one (1) additional document can be released in segregable 
form with redactions made on the basis of FOIA exemptions (b)(1), (b)(3), (b)(6), (b)(7)(c), and 
(b)(7)(e). Exemption (b)(3) pertains to Section 6 of the Central Intelligence Agency Act of 1949, 50 
U.S.C. § 3507, noted as exemption “(b)(3)CIAAct” on the enclosed document, and/or Section 102A(i)(l) 
of the National Security Act of 1947, 50 U.S.C § 3024(i)(l), noted as exemption “(b)(3)NatSecAct” on 
the enclosed document. 



Because the above-referenced request is a subject of pending litigation in federal court, in 
accordance with Agency regulations as set forth at Section 1900.42 of Title 32 of the Code of Federal 
Regulations, you are not entitled to appeal this determination administratively. 



Sincerely, 




Michael Lavergne 

Information and Privacy Coordinator 
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1. Administrative Data 



Case No.: 
Investigator: 
Date Received: 
Date Assigned: 



(b)(3) ClA Act 
_^(b)(3) ClAAct" 



30 November 2012 



4 December 2012 



Case Title: 
Supervisor: 
Date Opened: 
Case Type: 



Theft of USG Property: E~Bay Sale 
of NVGs 

(b)(3) ClAAct 



SAC 



4 December 2012 
Full Investigation 



n. Summary of Investigative Actions 



-(b)(1) 

.(b)(3) ClAAct 
(b)(3) NatSecAct 
(b)(6) 

(b)(7)(c) 



(b)(1) 



1 . -(S//NF) On 30 November 2012, 

notified the Office of Inspector General (OIG) that at least one pair of AN/AVS-6 (V) Night Vision 
(b)(3) NatSecAcbggles (NVG), which were believed to be Agenc y property, were reported to be for sale on eBay, an 



(b)(1) 



internet auction website. According to 



the Department of Defense (POD ) initially discovered 

on 30 November 2012. 



die NVGs for sale and reported the matter _____ j 

(b)(3) NatS ecAct^ taff queried Agency records and determined that the reported NVG serial number was associated 
with Agency Shipment Order Number (SOJ(b)(3) C I AAc tch was a shipment of 17 set s of NVGs 



(b)(3) ClAAct 
(b)(6) 
(b)(7)(c) 



(b)(1) ,,B “ I * agvMMj vivvi 11U111UV4 ^ \j VJUL X f iJVI O V/l 11 T VJO “j j 

(b)(3) NatSecAct (b)(3) ClAAct 

2. -( S//NF) - On 4 Decembe r 2012, the OIG opened an official investigation into the matter. On(b)(3) NatSecAct 



7 December 2012, QIG interviewee/ 
from both the 



(b)(1) 



and reviewed documentation pertaining to the NVGs 

According 



n& Art trom 1x3111 ^ (b)(3) NatSecAct,... (According 

^ to Agency records, the NVGs arrived at j on 2 June 2011, a t which time all 17 se ts of NVGs were 



(b)(6) 
(b)(7)(c) 



inventoried and accounted for. On 21 June 201 1,| 

received SOI(b)(3) C I AAct transported the 17 NVGs to the) 



an Age ncy contractor 



][ 



lei 

J 



warehouse, located 



(designated the NVGs for disposal by. secure destruction on 28 February 201 2. The 

NVGs were last inventoried on 15 March 2012 by property tum-in (PTI) personnel (h)(1) \ ^ a 

/KW-I\ preparation for destruction. (b)(1) (bV31 NatSecAct 

( b )b) (b)(3) NatSecAct D,( ' becAct 

(b)(3) NatSecAct 3 . (U//FQUO )-On 10 December 20 12, QIG contacted the Pentagon point of contact for the 

I ^ referral, | (b)(6) referred OIG to US Array Criminal Investigative Division (CID), 

On 1 1 January 2013, OIG coordinated with the US Army CID Held Investigative Unit (F1U) 



SA 



(b)(6) 

(b)(7)(c) 



to obtain further information concerning the matter. FIU advised OIG that the NVGs were in the 
possession of CID office, Carlisle Barracks, PA. 



(b)(3) 

ClAAct 

(b)(6) 

(b)(7)(c) 

(b)(3) 

ClAAct 

(b)(6) 

(b)(7)(c) 
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4. (U//F OUO ) According to CID’s investigation, the NVGs were first documented in the 
possession of the Defense Reutilization and Marketing Office (DRMO), Tobyhanna Army Depot, PA 
where they were erroneously designated for sale to the public. A private company, GILCO, then 
purchased the NVGs legally from a government auction. CID at Carlisle Barracks seized the NVGs from 
GILCO, pursuant to their investigation related to government property being sold on eBay. 

5. (S//NF) On 24 July 2013, OIG obtained from CID 7 sets of AN/AVS-6 NVGs which directly 

CID obtained all 7 sets of NVGs 



correlated by serial number to those inventoried under SON 
from GILCO during their investigation. CID also provided OIG with a copy of their Report of 
Investigation pertaining to the NVGs, which was appended to the case file. 

IH. Findings 



(b)(3) ClAAct 



(b)(1) 



6. (C) The OIG investigation found that 17 Agency-owned NVGs were received by 1 (b) (3) NatSecAct 

and destined for destruction; however, by unknown means, at least 7 were transferred to DRMO at 

Tobyhanna Army Depot, PA. The DRMO subsequently released the NVGs for sale to the public without 
the requisite demilitarization of the equipment GILCO LLC, of Muncy, PA, subsequently obtained the 
NVGs through a government auction, and later posted the NVGs for sale on eBay. 

7. iet Due to a lack of evidence t o support the allegation of theft of US government property, 

this matter is being closed. 1 (b)( 1 ) 

(b)(3) ClAAct 
(b)(7)(e) 



[The investigation found no evidence to 



indicate that the NVGs were stolen. 



(b)(1) 

(b)(3) ClAAct 
-(b)(7)(e)- 



IV, Review and Approval 



Case Closing Memo submitted by Investigator to 
Supervisor: 



Case Closing Memo approved by Supervisor: 
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